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Question:1

HOTSPOT
New devices were deployed onanetworkand needto be hardened.

INSTRUCTIONS

Usethe drop-downmenustodefinetheappliance-hardeningtechniquesthatprovide the most
secure solution.

If atany time you would like to bring back the initial state of the simulation, please click the Reset All
button.
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Question:2
SIMULATION

Anetworkadministrator needstoresolve connectivityissuesinahybrid cloud setup. Workstations
andVMsare notabletoaccess Application
A. Workstations are able to access Server B.

INSTRUCTIONS

Clickonworkstations, VMs, firewalls, and NSGs totroubleshootand gather information. Type helpin
theterminaltoview alist of available commands.

Select the appropriate device(s) requiring remediation and identify the associated issue(s).
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If atany time you would like to bring back the initial state of the simulation, please click the Reset All

button.
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C:\>ipconfig

Windows IP Configuration

Braindump2go Guarantee All Exams 100% pass

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix.:local.net

IPv4 Address.
Subnet Mask . .
Default Gateway.

C:\D

Firewall 1
Public IP: 86.210.16.10 Internal IP: 10.2.2.1

10.3.9.0/24 any

10.2.2.0/24 10.3.9.0/24
10.9.8.14 10.3.9.0/24
10.9.8.14 10.2.2.0/24

192.2.1.0/24 10.3.9.0/24

10.3.9.0/24 192.2.1.0/24
10.3.9.0/24 10.9.8.14
10.2.2.0/24 10.9.8.14
10.3.9.0/24 10.2.2.0/24
10.3.9.0/24 10.9.8.0/24

any any

:10.9.8.14
:255.255.255.0
:10.10.10.1

r

fwi# show ipsec tunnels ike
IPsec Tunnel: ©
IKE SA: ipipe 1ID: 17 version: IKEv2
Local: 86.210.16.10[500] Remote: 89.215.198.10[50)
Status: DOWN

IPsec Tunnel: 1
IKE SA: ipip1 ID: 21
Local: 86.210.16.10[5e0]
Status: ESTABLISHED up:

version: IKEv2
Remote: 51.187.39.9[500]
762s Reauth: 25278s



https://www.braindump2go.com/
https://www.braindump2go.com/

€z Braindump
5 Braindump2go Guarantee All Exams 100% pass
. Fist Try, First Poss!



https://www.braindump2go.com/
https://www.braindump2go.com/

Braindumngg:le

Fist Try, First Puss !

Braindump2go Guarantee All Exams 100% pass

Firewall 2
Public IP: 89.215.198.10 Internal IP: 10.3.9.1

10.3.9.0/24

192.2.1.0 any any
10.2.2.0/24 10.9.8.14 any
10.2.2.024  10.3.9.0/24 any
10.2.2.0/24 192.2.1.11 any
10.2.2.0/24 10.9.8.0/24 any
10.2.2.0/24 192.2.1.0/24 any
10.9.8.14 10.3.9.0/24 any
10.9.8.14 10.2.2.0/24 any
10.9.8.14 192.21.11 any
10.3.9.0/24 192.2.1.11 any
10.3.9.024 10.9.8.14 any
10.3.9.0/24  10.2.2.0/24 any
10.3.9.0/24 10.9.8.0/24 any
10.3.9.0/24 192.2.1.0/24 any

any any any

fw2# show ipsec tunnels ike

IPsec Tunnel: 1
IKE SA: ipip1l ID: 53 Version: IKEv2
Local: 89.215.198.10[500] Remote: 43.250.192.5[500]
Status: ESTABLISHED Up: 2152s Reauth: 22763s

IPsec Tunnel: 2
IKE SA: ipip2 ID: 58 version: IKEv1
Local: 89.215.198.10[500] Remote: 86.210.16.10[500]
Status: DOWN

IPsec Tunnel: 3
IKE SA: ipip3 1D: 6@ Version: IKEv2
Local: 89.215.198.10[500] Remote: 52.47.73.70[500]
Status: ESTABLISHED Up: 11748s Reauth: 13262s
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Application NSG

192.2.1.0/24
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C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix.:local.net
[Pv4 Address.
Subnet Mask .

Default Gateway.

10.3.9.0/24
10.2.2.0/24
10.9.8.14
192.2.1.0/24
10.3.9.0/24
10.3.9.0/24
10.3.9.0/24
10.3.9.0/24

any

10.3.9.0/24
10.3.9.0/24
10.3.9.0/24
192.2.1.0/24
10.9.8.14
10.2.2.0/24
10.9.8.0724
10.3.9.0/24

:192.2.1.11
.:255.255.255.0
.2192.2.1.1
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Answer: See
explanation below.

Explanation:


https://www.braindump2go.com/
https://www.braindump2go.com/

Braindumpg) -1

= / Braindump2go Guarantee All Exams 100%
Fist Try, FistPoss

Select device v |+
Application NSG
Firewalls
VM NSG

VMs
Workstations

Application NSG X

lssue: | v |

{Misconfigured rule

 Packet loss

| Blocked outbound traffic

| VPN tunne! down

! Duplicated IP addresses

' Misconfigured subnet mask

' Overly permissive configuration

Firewalls X

Issue: | v
' Incorrect routing table

| Misconfigured rule

| Packet loss

| Blocked outbound traffic

| VPN tunnel down

| Duplicated |P addresses

| Misconfigured subnet mask

' Overly permissive configuration

Firewalls = VPN tunnel down
The IPsectunnel between on-prem Firewall 1 and cloud Firewall 2 (ipip0/ipip2) is down, so no traffic

cantraversetothecloud.

Application NSG - Misconfigured rule
There’sa“block” rulefor10.3.9.0/24 - 192.2.1.0/24, preventinglegitimate on-premclientsfrom

reaching Application A.
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Question:3

HOTSPOT

Youare designingacampus network withathree-tier hierarchy and needtoensuresecure
connectivity between locations and traveling employees.

INSTRUCTIONS
Review the command output by clicking on the server, laptops, and workstations on the network.
Usethe drop-down menustodetermine the appropriatetechnologyandlabelforeachlayeronthe

diagram. Options mayonly be used once.

Click on the magnifying glass to make additional configuration changes.
If atany time you would like to bring back the initial state of the simulation, please click the Reset All

button.
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Question:4
As partofaprojectto modernize asports stadium andimprove the customer service experience for

fans,thestadiumownerswanttoimplementanewwirelesssystem. Currently, allticketsare
electronicand managed by the stadium mobile application. The new solutionis required to allow
locationtracking precision within 5ft (1.5m) of fansto deliver the following services:
Emergency/security assistance

Mobile food order

Event special effects
Raffle winner location displayed on the giant stadium screen

Whichofthefollowingtechnologiesenableslocationtracking?

A. SSID
B. BLE
C. NFC
D.loT

Answer:B

Explanation:

BLE (Bluetooth Low Energy)isawireless personal area network (WPAN) technology designed for
applicationsthatrequirelowerenergy consumptionandreduced cost whilemaintaininga
communicationrangesimilartoclassic Bluetooth. BLE supportslocationtrackingwithanaccuracy
range typically between 1to 2 meters (approximately 3to 6 feet), makingitideal forapplications
that demand fine-grained location services, such as stadium services requiring real-time user
proximity data.

Accordingtothe CompTIA CloudNetX CNX-001 Official Objectives,underthe Network Architecture
domain, specificallyinthe subdomain:

"Wireless Technologies: Identify capabilities of BLE, NFC, RFID, and loT devices within a network
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environment," it is outlined that:
"BLE enables proximity-basedservicesandreal-timeindoorlocationtracking with highaccuracy

when used with beacon infrastructure."

"BLE beaconscanbedeployedthroughoutaphysical space, transmitting signals received by mobile
applicationstodetermine auser’slocation withinafewfeet."

"BLE is widely adopted for use cases including indoor navigation, asset tracking, and personalized
userengagement, makingitacriticaltechnology for modern high-density venues suchas stadiums."

In comparison:

SSID merely identifies a wireless network and has no location tracking function.
NFCrequiresclose contact (under4cm), andis notsuitablefor continuous or broad-range tracking.
loTisanoverarching category thatincludes connected devices and sensors; however, loTis nota

standalone location tracking technology. It may include BLE as a component, but BLE specifically
provides the precise location tracking functionality.

Thesedistinctionsare explicitlyaddressedinthe CompTIA CloudNetX CNX-001 Study Guide, under
the section:

“Emerging Network Technologies and Architectures”, where BLE is described as a key enabling
technology for context-aware and location-based services in enterprise and public environments.

Question:5

Acompanyisexperiencing Wi-Fiperformanceissues. Three Wi-Finetworksareavailable,each
runningonthe 2.4 GHz band and on the same channel. Connecting to each Wi-Fi network yields slow
performance. Which ofthe following channelsshould the networks be configuredto?

A. Channel 1, Channel 2. and Channel 3
B. Channel 2. Channel 4,and Channel 9
C. Channel 1, Channel 6,and Channel 11
D. Channel 3, Channel 5, and Channel 10
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Answer:C

Explanation:

These arethethree non-overlapping channelsinthe 2.4 GHz band, eliminating co-channeland
adjacent-channel interference for optimal Wi-Fi performance.

Question:6

Acompany hostsa cloud-based e-commerce application and only wantsthe application accessed
from certainlocations. The network team configures a cloud firewall with WAF enabled, but users
canaccesstheapplication globally. Which of the following should the networkteam do?

A. Reconfigure WAF rules.
B. ConfigureaNATgateway.
C. Implementa CDN.

D. Configure geo-restriction.

Answer:D

Explanation:

Geo-restrictionletsyoublockorallowtrafficbasedontherequester’sgeographicregion, preventing
access from locations you haven’t authorized.
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Question:7

Anetworkarchitect mustensure only certain departments canaccess specific resources while on
premises.Thosesameuserscannotbeallowedtoaccessthoseresourcesoncetheyhaveleft
campus. Whichofthefollowing wouldensureaccessis provided accordingtotheserequirements?

A. Enabling MFAforonlythose users withinthe departments needingaccess

B. ConfiguringgeofencingwiththeIPsoftheresources

C. Configuring UEBAtomonitorallaccesstothoseresourcesduringnon-businesshours
D. Implementing a PKI-based authentication system to ensure access

Answer: B

Explanation:

By defininganIP-basedgeofencearoundthe on-premises networkaddresses wherethoseresources
reside, you ensure that only users connecting frominside the campus IP ranges canreach them. As
soon as the same users leave that network (and thus fall outside the geofenced IP block), access is
automatically denied.

Question:8

Asecurityarchitectneedstoincreasethesecuritycontrolsaroundcomputerhardwareinstallations.
The requirements are:
Auditableaccesslogstocomputerrooms

Alerts for unauthorized access attempts
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Remote visibility to the inside of computer rooms
Which of the following controls best meet these requirements? (Choose two.)

A. Video surveillance
B. NFCaccesscards
C. Motion sensors

D. Locksandkeys

E. Security patrols

E. Automated lighting

Answer: A,B

Explanation:

Videosurveillance providescontinuous, remotevisibilityintocomputerroomsand can beintegrated
withanalyticstogeneratealertsonunauthorized presence.

NFCaccess cards enforce controlled entry with a systemthat logs every card swipe and issues alerts
onfailed or out-of-hours attempts, givingyou auditable access records and immediate notifications
of any suspicious activity.

Question:9

Anetwork security engineer must secure aweb application running on virtual machinesina public
cloud. Thevirtual machinesarebehindanapplicationload balancer. Which of thefollowing
technologiesshouldthe engineerusetosecure thevirtual machines? (Choose two.)
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A. CDN
B. DLP
C. IDS
D. WAF
E. SIEM
F.NSG

Answer: D,F

Explanation:

WAF: Protectsthe webapplication byinspectingincoming HTTP/HTTPS requests attheloadbalancer,
blockingSQLinjection, XSS, and othercommonweb attacks.

NSG: Enforces network-layer controlsonthe VMs’ subnetsorinterfaces, allowingonlyapproved
portsandIPrangestoreachtheapplicationservers.

Question: 10

A company is expanding operations and opening a new facility. The executive leadership team
decidesto purchase aninsurance policy that will cover the cost of rebuilding the facility in case of a
natural disaster. Which of thefollowing describestheteam'sdecision?

A. Business continuity

B. Disaster recovery

C. Risk transference

D. Memorandum of understanding
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Answer:C

Explanation:

By purchasinganinsurance policy, the company shifts the financial burden of rebuilding aftera
natural disastertotheinsurer, whichisthe essence of risk transference.

Question: 11

A network engineer is establishing a wireless network for handheld inventory scanners in a
manufacturingcompany'swarehouse. The engineer needsanauthentication mechanismforthese

scannersthat usesthe Wi-Finetwork and works with the company's Active Directory. The business

requiresthatthesolutionauthenticate the usersandauthorize the scanners. Which of the following
provides the best solution for authentication and authorization?

A. TACACS+
B. RADIUS
C. LDAP

D. PKI

Answer:B

Explanation:

Usinga RADIUS server with 802.1X onthe Wi-Fiinfrastructure allows the scanners (and their users)
tobeauthenticatedagainst Active Directoryand mappedtothecorrectauthorizationpolicies.
TACACS+ is geared toward device management, LDAP alone doesn’t handle the Wi-Fi 802.1X
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handshake, and PKI byitselfwouldn’t provide the user-to-device authorization flow needed. RADIUS
givesyoubothauthenticationandauthorizationtiedinto AD.

Question: 12

Acompanyis migratinganapplicationtothe cloud for modernization. The engineer needs to provide
dependencies between application and database tiersin the environment. Which of the following
shouldtheengineerreferenceinordertobest meetthisrequirement?

A. Internal knowledge base article

B. CMDB

C. WBS

D. Diagramofphysicalserverlocations
E. SOW

Answer:B

Explanation:

AConfiguration Management Database (CMDB) explicitly mapsanddocumentstherelationshipsand
dependencies among configurationitems, such asyourapplication and database tiers, makingitthe
idealreference whenmigratingtothecloud.

Question: 13
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Anetwork administrator recently deployed new Wi-Fi 6E access pointsinan office and enabled 6GHz
coverage.Usersreportthatwhentheyareconnectedtothenew6GHzSSID, the performanceis
worsethanthe 5GHzSSID. The networkadministrator suspectsthatthereisasource of 6GHz
interference inthe office. Using the troubleshooting methodology, which of the following actions
should the network administrator do next?

A. Testtoseeifthechanges haveimproved network performance.
B. Useaspectrumanalyzerandcheckthe 6GHzspectrum.

C. Documentthelistofchannelsthatare experiencinginterference.
D. Change the channels being used by the 6GHz radiosin the APs.

Answer:B

Explanation:

Before making configuration changes, you should verify and pinpoint the suspected interference
source by analyzing the 6 GHz band. A spectrum analyzer will reveal any non-Wi-Fitransmissions or
overlapping noise that’s degrading performance, allowing you to target your remediation effectively.

Question: 14

A SaaS companyislaunchinga new product basedinacloud environment. The new product will be
provided as an APland should not be exposed to the internet. Which of the following should the
companycreatetobestmeetthisrequirement?

A. Atransitgateway that connectsthe APltothe customer's VPC

B. Firewallrulesallowing accesstothe APlendpoint fromthe customer's VPC
C. AVPCpeeringconnectionfromthe APIVPCtothe customer's VPC

D. Aprivate service endpoint exposingthe APl endpointtothe customer's VPC
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Answer:D

Explanation:

AWS PrivatelLink (a private service endpoint) lets you expose your APl over aninterface endpoint
directlyinto eachcustomer’s VPCwithout evertraversingthe publicinternet, ensuring the service
remains fully private.

Question: 15

Anetworkadministratoris configuringfirewall rulestolock downthe network from outside attacks.
Which of thefollowing should the administrator configure to create the most strict set of rules?

A. URL filtering

B. File blocking

C. Network security group
D. Allow List

Answer:D

Explanation:

By explicitly permitting only known, approvedtrafficand blocking everything else by default, an
allow-list policy enforces the strictest firewall posture.
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Question: 16

Anetwork engineerisinstalling new switches inthe data center to replace existing infrastructure.
The previous network hardware had administrative interfaces that were plugged into the existing
networkalong with all other server hardware on the same subnet. Which of the following should the
engineer do to better secure these administrative interfaces?

A. Connectthe switchmanagement portstoaseparate physical network.

B. Disable unused physical portsonthe switchestokeep unauthorized usersout.

C. Settheadministrative interfacesandthe network switch portsonthe same VLAN.
D. Upgradeallof the switchfirmwaretothe latest hardwarelevels.

Answer: A

Explanation:

Segregating management interfaces onto their own dedicated network ensures that administrative
accessisisolatedfromgeneraluserandservertraffic, greatlyreducingtheattacksurfaceand
preventinglateralmovementifthe productionnetworkiscompromised.

Question: 17

A network administrator receives a ticket from one of the company's offices about video calls that
work normally for one minute and then get very choppy. The network administrator pings the video
serverfromthatsite toensurethatitisreachable:
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Ping 10.172.16.16

Pinging 10.172.16.1€ with 32 bytes of data:

Reply from 10.172.16.16: bytes=32 time=40ms TTL=53
Reply from 10.172.16.16: bytes=32 time=1llms TTL=53
Reply from 10.172.1¢.16: bytes=32 time=672ms TTL=53
Reply Ifrom 10.172.16.16: bytes=32 time=11llms TTL=53
Reply from 10.172.16.16: bytes=32 time=117ms TTL=53
Reply from 10.172.16.16: bytes=32 time=84%ms TTL=53
Reply from 10.172.1€.16: bytes=32 time=34ms TTL=53
Reply from 10.172.16.16: bytes=32 time=92ms TTL=53

Which of the following is most likely the cause of the video call issue?

A. Throughput
B. Jitter

C. Latency

D. Loss

Answer:B

Explanation:

Thewildlyvarying pingresponsetimes (from 11 msupto 849 ms)indicate high packet-delay
variation, which causes the video streamto become choppy after ashort period. That fluctuationin
latencyisknownasjitter.

Question: 18

A network architect is designing a solution to place network core equipment in a rack inside a data
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center. Thisequipmentis crucial to the enterprise and must be as secure as possible to minimize the
chancethatanyonecould connectdirectlytothe networkcore. The currentsecurity setupis:
Inalocked building that requires sign in with a guard and identification check.

Inalocked datacenteraccessible by a proximity badge and fingerprint scanner.

Inalocked cabinetthatrequiresthe security guard to call the Chief Information Security Officer
(CISO) to get permissionto provide the key.

Which ofthe following additional measures should the architect recommendto makethisequipment
more secure?

A. Make all engineers with access to the datacenter sign astatement of work.

B. Setupavideosurveillance systemthat has camerasfocused onthe cabinet.

C. Havethe CISO accompany any network engineer that needs to doworkin this cabinet.
D. Requireanyoneenteringthe datacenterforanyreasontoundergoabackgroundcheck.

Answer:B

Explanation:

Recording and monitoring all activity at the cabinet greatly strengthens security by providing areal-
time deterrent, an audit trail of who accessed it and when, and forensic evidence if an incident ever
occurs.

Question: 19

Anorganizationhascentralizedloggingcapabilityatthe on-premisesdatacenterandwantsa
solutionthatcanconsolidatelogging from deployed cloud workloads. The organization would liketo
automate the detection and alerting mechanism. Which of the following best meets the
requirements?
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A. IDS/IPS
B. SIEM

C. Data lake
D. Syslog

Answer: B

Explanation:

ASecurity Informationand Event Management systemingestsand normalizeslogsfromon-premises
andcloudsources,appliesautomatedcorrelationrulesfordetection,andissuesalerts, exactly
matchingtheneedforcentralizedlogging, analysis,andautomated notification.

Question: 20

Securitypolicystatesthatallinboundtraffictotheenvironmentneedstoberestricted, butall
externaloutboundtrafficis allowed withinthe hybrid cloudenvironment. Anew applicationserver
was recently set up inthe cloud. Which of the following would most likely need to be configured so
thatthe server hasthe appropriate accesssetup? (Choosetwo.)

A. Application gateway

B. IPS

C. Port security

D. Firewall

E. Network security group
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F.Screened subnet

Answer: D,E

Explanation:

Aperimeterfirewall enforcesthe organization’s “denyinbound by default, allowalloutbound” policy
attheedgeofthecloudenvironment, whilean Azure-style NSGappliesthesamerulesetatthe
VM/subnet level. Together they ensure no inbound connections slip through and that outbound
traffic remains unrestricted.

Question: 21

Acompanyisexperiencing multiple switchfailures. The network analyst discoversthefollowing:
Networkrecoverytimeisunacceptableandoccursaftertheshutdown of some switches.
Someloops were detected inthe network.

No broadcast storm was detected.

Which of the following is the most cost-effective solution?

A. Add anew Layer 3 switch.
B. Addmultiple VLANS.

C. Implement STP.

D. Implement tagging.

Answer: C
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Explanation:

Spanning Tree Protocol prevents and automatically resolves layer-2 loops without requiring new
hardware. Italsoimproves convergence times afteralink or switch failure, meetingthe recoveryand
loop-avoidance requirements most cost-effectively.

Question: 22

Anarchitectneedstodeployanew payrollapplicationonacloud host.Endusers'accesstothe
application willbebasedontheendusers'role. Inaddition, the host mustbe deployed onthe
192.168.77.32/30subnet. Which of the following Zero Trustelements are beingimplementedinthis
design? (Choose two.)

A. Least privilege

B. Device trust

C. Microsegmentation
D. CASB

E. WAF

F. MFA

Answer: A,C

Explanation:

Least privilege: Granting users accesstothe payroll app strictlyaccordingtotheirrolesenforcesthe
principle ofleast privilege.
Microsegmentation: Placing the host in its own 192.168.77.32/30 subnet isolates it from other
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workloads, achieving microsegmentation.

Question: 23

Anetwork architectis creating a network topology for a global SD-WAN deployment. The business
has offices in Asia, Europe, and the United States and makes use of data centersinthe United States
and Europe. Most traffic between sites must have the lowest latency possible. Which of the following
topologies best meets this requirement?

A. Star

B. Spine-and-leaf
C. Mesh

D. Hub-and-spoke

Answer:C

Explanation:

Afull-mesh SD-WAN topology allows each site to establish direct overlays with every other site,
minimizingthe number of hopsandavoiding backhauling throughacentral hub, thereby delivering
the lowestlatency paths between Asia, Europe, and the US.

Question: 24

Anetworkadministratoristroubleshootinganoutage ataremotesite. Theadministrator examines
thelogsanddeterminesthatoneoftheinternetlinksatthesiteappearstobedown. Afterthe
service provider confirmsthisinformation, theadministratorfails overtraffictothe backuplink.
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Which of the following should the administrator do next?

A. Document the lessons learned.
B. Establishaplanofaction.

C. Identify the problem.

D. Verify full system functionality.

Answer:D

Explanation:

Afterimplementing the failover solution, youshould confirmthatall services and network paths are
fullyrestoredandoperatingcorrectly beforeclosingtheticket.

Question: 25

Anetworkarchitectisdesigningan expansionsolution forthe branch office networkandrequires the
following business outcomes:
Maximize cost savings with reduced administration overhead

Easily expand connectivity to the cloud

Use cloud-based services to the branch offices
Which of the following should the architect do to best meet the requirements?

A. DesignaSD-WAN solutiontointegrate withthe cloud provider; use SD-WAN to connect branch
officestothecloud provider.
B. Design point-to-site branch connectivity for offices to headquarters; deploy ExpressRoute and/or
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DirectConnectbetweenheadquartersandthecloud; use headquartersconnectivitytoconnecttothe
cloud provider.

C. Designan MPLSarchitecture forthe branchofficesandsite-to-site VPN between headquartersand
branchoffices; usesite-to-site connectivitytothe cloud provider.

D. Designadarkfibersolutionforheadquartersandbranchoffices' connectivity; deploy point-to-site
VPN between headquartersand the cloud provider; use the headquarters connectivity tothe cloud
provider.

Answer: A

Explanation:

By deploying SD-WAN you centrally manage and orchestrate all branch connections, minimizing
administrationoverhead, while establishingdirect, optimized tunnelsintothe cloud providerforlow-
latency,scalableaccesstocloudservices.

Question: 26

Endusersaregettingcertificateerrorsandareunabletoconnecttoanapplicationdeployedina
cloud. The applicationrequires HTTPS connection. Anetwork solution architect finds that afirewallis
deployedbetweenendusersandtheapplicationinthecloud. Which ofthefollowingistheroot
cause of theissue?

A. Thefirewallonthe applicationserver has port 443 blocked.

B. Thefirewallhas port443 blocked while SSL/HTTPSinspectionisenabled.

C. Theend users do not have certificates ontheirlaptops.

D. Thefirewall hasanexpired certificate while SSL/HTTPSinspectionisenabled.
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Answer:D

Explanation:

WhenSSLinspectionisturnedon,thefirewallinterceptsandre-signs HTTPStrafficwithitsown
certificate. Ifthat certificate hasexpired, end users will see certificate errors even though port 443is
openandthebackendapplication’s certificateisvalid.

Question: 27

Alarge commercial enterprise thatrunsaglobal video streaming platformrecently acquired asmall
business that serves customers in a geographic area with limited connectivity to the global
telecommunicationsinfrastructure. The executive leadershipteamissueda mandate to deliverthe
highest possible video streaming quality to all customers around the world. Which of the following
solutionsshouldtheenterprisearchitectsuggesttomeettherequirements?

A. Servethe customersinthe acquired areawithahighly compressedversion of content.
B. Useageographically weighted DNSsolutiontodistribute the traffic.

C. Deploy multiplelocalload balancersinthe newly added geographicarea.

D. Utilize CDNforallcustomersregardlessof geographiclocation.

Answer:D

Explanation:

Aglobal Content Delivery Network caches and serves video streams from edge nodes close to end
users, minimizing latency and packet loss over limited backhaul links and ensuring the highest
possible quality everywhere. By offloading traffictoa CDN, even customersin regions with
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constrained connectivity willreceive optimized streamsfromthe nearestPOP ratherthantraversing
the congested core network.

Question: 28

Acompanyistransitioning fromon premisestoahybrid environment. Due toregulatory standards,
thecompanyneedstoachieveahighlevelof reliabilityandhighavailabilityfortheconnection
between its data center and the cloud provider. Which of the following solutions best meets the
requirements?

A. Establish a Direct Connect withthe cloud provider and peerto two different VPCsin the cloud
network.

B. Establish a Direct Connect with the cloud provider and aredundant connection witha VPN over
the internet.

C. EstablishtwoDirect Connectconnectionstothe cloudprovider usingtwodifferentsuppliers.
D. Establisha VPN withtwotunnelstoatransit gatewayatthe cloud provider.

Answer: C

Explanation:

By provisioning two dedicated Direct Connect circuits from separate carriers (diverse physical paths
and providers), youachieve atrue highly available, fault-tolerant link that meets stringent reliability
andregulatoryrequirementswithoutrelyingonthe publicinternet.
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Question: 29

Anetworkarchitectis designingasolutiontosecurethe organization'sapplications based onthe
security policy. The requirements are:
Users mustauthenticate usingone setof

credentials. Externalusersmustbelocatedin
authorizedsites.

Session timeouts must be enforced.
Network access requirements should be changed as needed.
Which of the following best meet these requirements? (Choose two.)

A. Role-based access

B. Single sign-on

C. StaticlPallocation

D. Multifactor authentication
E. Conditional access policy
F.Risk-based authentication

Answer: B,E

Explanation:

Single sign-on:Provides users with one set of credentials forauthenticationacrossallapplications,
simplifying access and reducing password fatigue.

Conditional access policy: Enforces location-based restrictions for external users, configurable
sessiontimeouts,and dynamicnetworkaccess controlsthatcanbe updatedasrequirementsevolve.
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