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QUESTION 33 
In which two slates is a given session categorized as ephemeral? (Choose two.) 
 

A. A UDP session with only one packet received 

B. A UOP session with packets sent and received 

C. A TCP session waiting for the SYN ACK 

D. A TCP session waiting for FIN ACK 

 
Answer: AC 
 
QUESTION 34 
Refer to the exhibit, which contains a screenshot of some phase 1 settings. The VPN is not up. To diagnose the issue, the administrator enters the following CLI commands on 
an SSH session on FortiGate: 

 
However, the IKE real-time debug does not show any output. Why? 

 
 

A. The administrator must also run the command diagnose debug enable. 

B. The debug shows only error messages. If there is no output, then the phase 1 and phase 2 
configurations match. 

C. The log-filter setting is incorrect. The VPN traffic does not match this filter. 

D. Replace diagnose debug application ike -1 with diagnose debug application ipsec -1. 

 
Answer: A 
 
QUESTION 35 
Which two statements are true regarding heartbeat messages sent from an FSSO collector agent to FortiGate? (Choose two.) 
 

A. The heartbeat messages can be seen using the command diagnose debug authd fsso list. 

B. The heartbeat messages can be seen in the collector agent logs. 

C. The heartbeat messages can be seen on FortiGate using the real-lime FSSO debug. 

D. The heartbeat messages must be manually enabled on FortiGate. 

 
Answer: BC 
 
QUESTION 36 
Refer to the exhibit, which shows a truncated output of a real-time LDAP debug. 

 
What two conclusions can you draw from the output? (Choose two.) 
 

A. The name of the configured LDAP server is Lab. 

B. The user is authenticating using CN=John Smith. 

C. FortiOS is able to locate the user in step 3 (Bind Request) of the LDAP authentication process. 

D. FortiOS is performing the second step (Search Request) in the LDAP authentication process. 
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Answer: BD 
 
QUESTION 37 
Refer to the exhibit, which shows a session entry. 

 
Which statement about this session is true? 
 

A. Return traffic to the initiator is sent to 10.1.0.1. 

B. Return traffic to the initiator is sent lo 10.200.1.254. 

C. It is an ICMP session from 10.1.10.10 to 10.200.1.1. 

D. It is an ICMP session from 10.1.10.1 to 10.200.5.1. 

 
Answer: A 
Explanation: 
Return packet routing back to the source follows this format gwy=10.200.1.254 (this is the gateway to the dest) / 10.1.0.1 (this is the destination's gateway back to the source). 
 
QUESTION 38 
Which statement about parallel path processing is correct (PPP)? 
 

A. PPP chooses from a group of parallel options lo identity the optimal path tor processing a packet. 

B. Only FortiGate hardware configurations affect the path that a packet takes. 

C. PPP does not apply to packets that are part of an already established session. 

D. Software configuration has no impact on PPP. 

 
Answer: A 
 
QUESTION 39 
In IKEv2, which exchange establishes the first CHILD_SA? 
 

A. IKE_SA_INIT 

B. INFORMATIONAL 

C. CREATE_CHILD_SA 

D. IKE_Auth 

 
Answer: C 
 
QUESTION 40 
Which authentication option can you not configure under config user radius on FortiOS? 
 

A. mschap 

B. pap 

C. mschap2 

D. eap 

 
Answer: D 
 
QUESTION 41 
Refer to the exhibit, which contains partial output from an IKE real-time debug. 
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The administrator does not have access to the remote gateway. Based on the debug output, which configuration change the administrator make to the local gateway to resolve 
the phase 1 negotiation error? 
 

A. In the phase 1 proposal configuration, add AES256-SHA256 to the list of encryption algorithms. 

B. In the phase 1 proposal configuration, add AESCBC-SHA2 to the list of encryption algorithms. 

C. In the phase 1 network configuration, set the IKE version to 2. 

D. In the phase 1 proposal configuration, add AES128-SHA128 to the list of encryption algorithms. 

 
Answer: A 
Explanation: 

Add an AES256‐SHA256 proposal to your local Phase 1 settings so that the FortiGate can match the peer’s AES‐CBC/256 with SHA‐256 proposal. 
 
QUESTION 42 
Which three common FortiGate-to-collector-agent connectivity issues can you identify using the FSSO real-time debug? (Choose three.) 
 

A. Log is full on the collector agent. 

B. Inability to reach IP address of the collector agent. 

C. Refused connection. Potential mismatch of TCP port. 

D. Mismatched pre-shared password. 

E. Incompatible collector agent software version. 

 
Answer: BCD 
Explanation: 

When you enable FSSO real‐time debug you’ll see explicit socket errors if the FortiGate can’t reach the collector’s IP (e.g. timeout or “no route to host”), which tells you the 
agent isn’t reachable. If the TCP port is wrong or the listener isn’t running, you’ll see “Connection refused” in the debug output, pinpointing a port mismatch. And if the 

configured pre‐shared secret doesn’t match, the logs show an authentication failure or “invalid key” message, clearly indicating a password mismatch. These three conditions - 
unreachable IP, refused connection, and bad PSK - are all directly diagnosable via the real‐time debug. 
 
QUESTION 43 
Refer to the exhibit, which shows a partial output from the get router info routing-table database command. 

 
The administrator wants to configure a default static route for port3 and assign a distance of 50 and a priority of 0. 
What will happen to the port1 and port2 default static routes after the port3 default static route is created? 
 

A. The port2 default static route will be injected into the forwarding information base (FIB). 

B. The port1 default static route will be injected into the FIB. 

C. Neither of the routes shown in the output will be injected into the FIB. 

D. Both default static routes shown in the output will be injected into the FIB. 

 
Answer: A 

https://www.braindump2go.com/fcss-nst-se-7-6.html
https://www.braindump2go.com/fcss-nst-se-7-6.html
https://www.braindump2go.com/fcss-nst-se-7-6.html
https://www.braindump2go.com/fcss-nst-se-7-6.html
https://www.braindump2go.com/fcss-nst-se-7-6.html
https://www.braindump2go.com/fcss-nst-se-7-6.html
https://www.braindump2go.com/fcss-nst-se-7-6.html
https://www.braindump2go.com/
https://www.braindump2go.com/


New VCE and PDF Exam Dumps from Braindump2go  

FCSS_NST_SE-7.6 Exam Dumps    FCSS_NST_SE-7.6 Exam Questions    FCSS_NST_SE-7.6 PDF Dumps    FCSS_NST_SE-7.6 VCE Dumps 

https://www.braindump2go.com/fcss-nst-se-7-6.html 

Explanation: 
After adding the port3 default route (distance 50), the best active route remains the port2 static route (distance 20), so that port2 entry stays installed in the FIB. The port1 route 
remains inactive and is not installed. 
 
QUESTION 44 
The local OSPF router is unable to establish adjacency with a peer. Which two things should the administrator do to troubleshoot the issue? (Choose two.) 
 

A. Check whether TCP port 179 is blocked. 

B. Check if there is an active static route to the peer. 

C. Check whether both peers have an IP address within the same subnet. 

D. Check if IP protocol 89 is blocked. 

 
Answer: CD 
Explanation: 
Verify that both routers’ OSPF-enabled interfaces have IPs in the same subnet - adjacency only forms with peers on the same network segment. 
Make sure IP protocol 89 (OSPF) isn’t being blocked by any firewall or ACL—OSPF uses IP 89, not a TCP or UDP port. 
 
QUESTION 45 
Refer to the exhibit. An IPsec VPN tunnel is dropping, as shown by the debug output. Analyzing the debug output, what could be causing the tunnel to go down? 

 
 

A. Phase 2 drops but Phase 1 is up. 

B. Dead Peer Detection is not receiving its acknowledge packet. 

C. The tunnel drops during rekey negotiation. 

D. The tunnel drops after the timer expires. 

 
Answer: B 
Explanation: 
The continual “notify msg received: R-U-THERE” without any corresponding DPD response causes the FortiGate to delete the IPsec SA when its Dead Peer Detection timer 
expires, bringing the tunnel down. 
 
QUESTION 46 
Refer to the exhibit, which shows the partial output of command diagnose debug rating. 

 
In this exhibit, which FDS server will the FortiGate algorithm choose? 
 

A. 66.117.56.37 

B. 208.91.112.194 

C. 209.22.147.36 

D. 64.26.151.37 

 
Answer: D 
Explanation: 

The FortiGate will pick 64.26.151.37, since it ties for the lowest weight (10) and has the lowest RTT (45 ms) of all the weight‐10 servers. 
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