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QUESTION 11 
Refer to the exhibit. A user who is tagged with the ClearPass roles of Role_Engineer and developer, but not testqa, 
connects to the network with a corporate Windows laptop. 

 
Which Enforcement Profile is applied? 
 

A. WIRELESS_GUEST_NETWORK 

B. WIRELESS_CAPTIVE_NETWORK 

C. WIRELESS_HANDHELD_NETWORK 

D. WIRELESS_EMPLOYEE_NETWORK 

 
Answer: D 
 
QUESTION 12 
Which statement is true about the databases in ClearPass? 
 

A. Entries in the guest user database do not expire. 

B. A Static host list can only contain a list of IP addresses. 

C. Entries in the guest user database can be deleted. 

D. Entries in the local user database cannot be modified. 

E. The endpoints database can only be populated by manually adding MAC addresses to the 
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table. 

 
Answer: A 
 
QUESTION 13 
Refer to the exhibit. When configuring a Web Login Page in Clear Pass Guest, the information shown is displayed. 

 
What is the page name field used for? 
 

A. For Administrators to access the PHP page, but not guests. 

B. For forming the Web Login Page URL. 

C. For forming the Web Login Page URL where Administrators add guest users. 

D. For Administrators to reference the page only. 

E. For forming the Web Login Page URL and the page name that guests must configure on their 
laptop wireless supplicant. 

 
Answer: B 
 
QUESTION 14 
Refer to the exhibit. Based on the configuration for the client's certificate private key as shown, which statements 
accurately describe the settings? (Choose two.) 
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A. More bits in the private key will increase security. 

B. The private key for TLS client certificates is not created. 

C. The private key is stored in the ClearPass server. 

D. More bits in the private key will reduce security. 

E. The private key is stored in the user device. 

 
Answer: AE 
 
QUESTION 15 
Refer to the exhibit. A user logged in to the Self-Service Portal as shown. 
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What does the traffic received and sent statistics present? 
 

A. These show the total amount of traffic the guest transmitted, as seen through RADIUS CoA 
packets from the NAD to ClearPass. 

B. These show the total amount of traffic the NAD transmitted to ClearPass, as seen through 
RADIUS accounting messages from the NAD to ClearPass. 

C. These show the total amount of traffic the guest transmitted after account expiration, as seen 
through RADIUS accounting messages sent from the NAD to ClearPass. 
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D. These show the total amount of traffic the guest transmitted, as seen through RADIUS CoA 
packets from the client to ClearPass. 

E. These show the total amount of traffic the guest transmitted, as seen through RADIUS 
accounting messages sent from the NAD to ClearPass. 

 
Answer: E 
 
QUESTION 16 
A University wants to deploy ClearPass with the Guest module. They have two types of users that need to use web 
login authentication. The first type of users are students whose accounts are in Active Directory server. The second 
type of user are friends of students who need to self-register to access the network. 
How should the service be setup in the Policy Manager for this Network? 
 

A. Either the Guest User Repository or Active Directory server should be the single authentication 
source. 

B. Guest User Repository as the authentication source, and Guest User Repository and Active 
Directory server as authentication sources. 

C. Guest User Repository as the authentication source and the Active Directory server as 
authentication source. 

D. Active Directory server as authentication source and the Guest User Repository as the 
authentication source. 

E. Guest User Repository and Active Directory server both as authentication sources. 

 
Answer: E 
 
QUESTION 17 
Refer to the exhibit. What does the Cache Timeout Value refer to? 
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A. The amount of time the Policy Manager caches the user credentials stored in the Active 
Directory. 

B. The amount of time the Policy Manager waits for a response from the Active Directory before 
checking the backup authentication source. 

C. The amount of time the Policy Manager caches the user attributes fetched from Active 
Directory. 

D. The amount of time the Policy Manager waits for response from the Active Directory before 
sending a timeout message to the Network Access Device. 

E. The amount of time the Policy Manager caches the user\s client certificate. 

 
Answer: C 
 
QUESTION 18 
Which components of a ClearPass is mandatory? 
 

A. Authorization Source 

B. Enforcement 

C. Profiler 

D. Role Mapping Policy 

E. Posture 

 
Answer: B 
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QUESTION 19 
Which is a valid policy simulation types in ClearPass? (Choose three.) 
 

A. Enforcement Policy 

B. Posture token derivation 

C. Role Mapping 

D. Endpoint Profiler 

E. Chained simulation 

 
Answer: ACE 
 
QUESTION 20 
Which needs to be validated for a successful EAP-TLS authentication? (Choose two.) 
 

A. WPA2-PSK 

B. Username and Password 

C. Client Certificate 

D. Server Certificate 

E. Pre-shared key 

 
Answer: CD 
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