R Braindump2g@

Fist Try, FistPass! Braindump2go Guarantee All Exams 100% Pass One Time!

» Vendor: Juniper
» Exam Code: JNO-231
> Exam Name: Security, Associate (JNCIA-SEC)
» New Updated Questions from Braindump2go

» (Updated in September/2022)

Visit Braindump2go and Download Full Version JN0-231 Exam
Dumps

Question:1

Which two criteria should a zone-based security policy include? (Choose two.)

A. asourceport

B. a destination port
C. zone context

D. an action

Answer: B,D

Explanation:

Question:2

You are assigned a project to configure SRX Series devices to allow connections to your webservers.
The webservers have a private IP address, and the packets must use NAT to be accessible from the

Internet. Youdo not want the webservers toinitiate connections with external update serversonthe
Internetusing the same IP address as customers use toaccess them.
Which two NAT types must be used to complete this project? (Choose two.)

A. static NAT

B. hairpin NAT

C. destination NAT
D. source NAT

Answer: C,D

Explanation:

Question:3
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toverify thatalicense for AppSecure isinstalled on an SRX Series device.

Inthisscenario, whichcommand will provide you withtherequiredinformation?

A. user@srx> show system license
B. user@srx> show services accounting
C. user@srx> show configuration system

D. user@srx> show chassis firmware Answer: A,C

Explanation:

Answer: A

Question: 21

WhichIPsecp

A. ESP
B. IKE
C. AH
D.TCP

Explanation:

rotocolisusedtoencryptthe datapayload?

Answer: A

Question: 22

What are three primary match criteria used in a Junos security policy? (Choose three.)

A. application
B. source address

C. source port
D. class
E. destination

Explanation:

JNO0-231 E

address

Answer:A,B, E
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Question: 23

You have an FTP server and a webserver on the inside of your network that you want to make
available to usersoutside of the network. Youare allocated a single publicIP address.
In this scenario, which two NAT elements should you configure? (Choose two.)

A. destination NAT
B. NAT pool

C. source NAT

D. static NAT

Answer: A,D

Explanation:

Question: 24

Which three Web filtering deployment actions are supported by Junos? (Choose three.)

A. UselIPS.

B. Uselocallists.

C. Useremotelists.

D. Use Websense Redirect.

E. UseJuniperEnhanced WebFiltering.

Answer:B,D, E

Explanation:

Question: 25

Which two IPsec hashing algorithms are supported on an SRX Series device? (Choose two.)

A. SHA-1

B. SHAKE128
C. MD5

D. RIPEMD-256

Answer: A,C

Explanation:

Question: 26

Click the Exhibit button.
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[edit]
user@SRX# show security zones
security-zone Internal {
host-inbound-traffic {
system-services

http {
except;
all;
3
interfaces

ge-0/0/1.0;

What is the purpose of the host-inbound-traffic configuration shown in the exhibit?

A. topermithostinbound HTTP trafficand deny all other trafficonthe internal security zone
B. todenyandlogallhostinboundtrafficontheinternal security zone, except for HTTP traffic
C. topermitall hostinboundtrafficontheinternal security zone, but deny HTTP traffic

D. topermithostinbound HTTP trafficontheinternal security zone

Answer:C

Explanation:

Question: 27

When operating in packet mode, which two services are available on the SRX Series device? (Choose
two.)

A. MPLS
B.UTM
C. CoS
D.IDP

Answer: A,C

Explanation:

Question: 28

Which two statements are correct about the default behavior on SRX Series devices? (Choose two.)

A. The SRX Series deviceisin flow mode
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B. The SRXSeriesdevicesupportsstatelessfirewallsfilters.
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C. The SRX Series deviceisin packet mode.
D. The SRXSeries device does notsupportstateless firewallfilters.

Answer: A,B

Explanation:

Question: 29

Which two statements are correct about functional zones? (Choose two.)

A. Functionalzonesmusthaveauser-definedname.

B. Functionalzonecannotbereferencedinsecurity policies or passtransittraffic.
C. Multiple types of functional zones can be defined by the user.

D. Functional zones are used for out-of-band device management.

Answer: B,D

Explanation:

Question: 30

What must be enabled on an SRX Series device for the reporting engine to create reports?

A. packet capture
B. security logging
C. system logging
D. SNMP

Answer: B

Explanation:

Question: 31

You are assigned a project to configure SRX Series devices to allow connections to your webservers.
The webservers have a private IP address, and the packets must use NAT to be accessible from the

Internet. The webservers must use the same address for both connections from the Internet and
communication with update servers.
Which NAT type must be used to complete this project?

A. source NAT

B. destination NAT
C. static NAT

D. hairpin NAT

Explanation:
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Question: 32

Which two user authentication methods are supported when using a Juniper Secure Connect VPN?
(Choose two.)

A. certificate-based

B. multi-factor authentication
C. local authentication

D. active directory

Answer: A,C

Explanation:

Question: 33

Click the Exhibit button.

policies
from-zone untrust to-zone trust
policy permit-all
then
vermit;

policy deny-all

then
deny;

policy reject-all

then |
reject;

Which two statements are correct about the partial policies shown in the exhibit? (Choose two.)

A. UDP trafficmatched by the deny-all policy will be silently dropped.
JNO0-231 Exam Dumps JNO0-231 Exam Questions JNO0-231 PDF Dumps JNO0-231 VCE Dumps

https://www.braindump2go.com/jn0-231.html



https://www.braindump2go.com/
https://www.braindump2go.com/jn0-231.html
https://www.braindump2go.com/jn0-231.html
https://www.braindump2go.com/jn0-231.html
https://www.braindump2go.com/jn0-231.html
https://www.braindump2go.com/jn0-231.html
https://www.braindump2go.com/

R Braindump2g@

Fist Try, FistPass! Braindump2go Guarantee All Exams 100% Pass One Time!

B. TCPtrafficmatched by the reject-all policy will have a TCP RST sent.
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C. TCPtrafficmatchedfromthezonetrustisallowed by the permit-all policy.
D. UDPtrafficmatched by the reject-all policy will be silently dropped.

Answer: A,B

Explanation:

Question: 34

Youare monitoringan SRX Series device thathasthe factory-default configurationapplied.
Inthisscenario, where are log messages sent by default?

A. JunosSpacelogDirector

B. Junos Space Security Director

C. toalocal syslog server onthe management network
D. toalocal logfile named messages

Answer:C

Explanation:

Question: 35

When transit traffic matches a security policy, which three actions are available? (Choose three.)

A. Allow
B. Discard
C. Deny
D. Reject
E. Permit

Answer:C,D, E

Explanation:

Question: 36

Which two services does Juniper Connected Security provide? (Choose two.)

A. protection against zero-day threats
B. IPsec VPNs

C. Layer2VPNtunnels

D. inline malware blocking

Answer: A,D

Explanation:
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Question: 37
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You are creating Ipsec connections.
In this scenario, which two statements are correct about proxy IDs? (Choose two.)

A. Proxy|Dsare usedtoconfiguretrafficselectors.

B. ProxyIDsare optionalfor Phase 2 session establishment.
C. ProxyIDs must matchforPhase 2 session establishment.
D. ProxyIDsdefaultto0.0.0.0/0for policy-based VPNs.

Answer: A,B

Explanation:

Question: 38

Which two components are configured for host inbound traffic? (Choose two.)

A. zone

B. logical interface
C. physical interface
D. routing instance

Answer: A,B

Explanation:

Question: 39

WhichtwosecurityfeaturesinspecttrafficatLayer7? (Choosetwo.)

A. IPS/IDP

B. security zones

C. application firewall

D. integrated user firewall

Answer: A,C

Explanation:

Question: 40

Whichtwo UTM features should be used for tracking productivity and corporate user behavior?
(Choose two.)

A. the content filtering UTM feature
B. the antivirus UTM feature

C. the WebfilteringUTMfeature

D. the antispam UTM feature
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Answer: A,C
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Explanation:

Question: 41

What is the order in which malware is detected and analyzed?

A. antivirus scanning—>cache lookup—>dynamicanalysis—>staticanalysis
B. cachelookup—>antivirus scanning—>staticanalysis—>dynamicanalysis
C. antivirusscanning—>cache lookup—>staticanalysis—>dynamicanalysis
D. cachelookup—>staticanalysis—>dynamicanalysis—>antivirusscanning

Explanatio
n:
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