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QUESTION 906

A network technician is troubleshooting a connectivity issue with Joe, a user. Joe has reported that when he attempts to
RDP to machinel (192.168.21.21) by name, he is connected to machine3 (192.168.21.23). When the network
technician runs the command nslookup machinel, it returns the IP address 192.168.21.23; but when the ping %
192.168.21.23 command is run, the results return the hostname machine3. Which of the following DNS records should
be updated to allow RDP connections to machinel by hostname?

A

SRV
PTR
TXT

00>

Answer: A

QUESTION 907

Company policy dictates that full backups are taken every Sunday evening, and incremental backups occur Monday
through Saturday in the evening. If data loss were to occur on a Thursday before the backup window, which of the
following is the number of backup sets that would be needed to retrieve the lost data come Friday morning?

moow>
a b wWwN -

Answer: C

QUESTION 908

A network technician is setting up a new web server on the company network. One of the requirements for the web
server is to ensure the end users can securely authenticate to the application to perform their job duties. Which of the
following ports should the network technician request from the firewall team to comply with this requirement?

22
69
80
389
443

moow»

Answer: E
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QUESTION 909

The network team at a university, which has on-campus residences, recently expanded the WiFi offerings to the
dormitories. Each dormitory houses approximately 75 students, who each have multiple wireless devices. The WLAN
utilizes an intelligent wireless controller for configuration and management. While the WiFi in academic buildings
continues to receive few to no complaints, dormitory complaints are on the rise. Which of the following is MOST likely
causing the complaints?

Frequency mismatch
Crosstalk
Interference

Channel overlap

oo0w»

Answer: B

QUESTION 910

A company's server-naming convention is overly complicated. The systems administrator wants to change the naming
convention to make it easier for users to remember which hosts they should log into. However, renaming servers is
complicated and requires some downtime. Which of the following DNS record types would accomplish this goal without
requiring servers to be renamed?

TXT

A

SRV
CNAME

o0w»

Answer: D

QUESTION 911

A network technician is working on a way to set up a new branch office securely. The network manager confirms the
company does not have any plans to expand to any other new sites and wants to implement the most cost-effective
solution. Which of the following would be the BEST type of VPN to implement?

Client-to-site VPN
DMVPN
Site-to-site VPN
MPLS VPN

00>

Answer: C

QUESTION 912

A network administrator has noticed many systems on the network have traffic that is anomalous and may be part of a
botnet. The administrator wants to implement an access control method that requires a computer to have antivirus
software installed before being granted network access. Which of the following should the administrator deploy?

802.1X
Captive portal
Port security
NAC

oo0w»

Answer: D

QUESTION 913
A network technician is reviewing the following output from a router:
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SRCIP SRC Port DEST IP DEST Port
192.168.5.100 4306 58.11.186.216 6063
192.168.5.100 4307 213.199.179.154 40025
192.168.1.100 4312 23.41.66.25 80
192.168.1.100 4313 23.41.66.25 80
192.168.3.100 4318 58.66.187.23 443
192.168.3.100 4319 58.66.186.216 80

Which of the following is this an example of?

A vulnerability scan
A port scan

A traffic log

A packet capture

o0w»

Answer: C

QUESTION 914

A user claims to have no Internet access but can access local resources. A technician determines the issue is with a
configuration because a ping to a working public website shows a response that starts with:

Ping request could not find host

Which of the following is the MOST likely misconfiguration?

Incorrect netmask
DNS

DHCP

SSL certificate

o0w»

Answer: B

QUESTION 915

A network engineer wants to implement a technology that allows for an all-in-one approach to incoming and outgoing
traffic from the Internet. This device should be able to filter content and scan for malicious information in each packet.
Which of the following types of devices would be necessary?

UTM appliance
IDS appliance
Proxy server
RADIUS server

o0w»

Answer: A

QUESTION 916
Which of the following technologies allows network traffic to come into the network on a certain port and go to a
destination server with a different port?

Spanning port
Port forwarding
Port mirroring
Port tagging

oow»

Answer: B
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