
              Braindump2go  Guarantee All Exams 100% Pass              

One Time! 

 N10-007 Exam Dumps  N10-007 Exam Questions   N10-007 PDF Dumps   N10-007 VCE Dumps 

https://www.braindump2go.com/n10-007.html 

 

 Vendor: CompTIA 

 

 Exam Code: N10-007 

 

 Exam Name: CompTIA Network+ N10-007 Certification Exam 

 

 New Updated Questions from Braindump2go (Updated in March/2021) 

 

Visit Braindump2go and Download Full Version N10-007 Exam Dumps 
 
QUESTION 1212 
An administrator recently implemented new SOHO routers for a company's teleworking employees. Before deploying 
the routers, the administrator changed the default credentials and disabled unnecessary services. Within a few days of 
deployment, hackers gained access to the routers. Which of the following is the MOST important thing the administrator 
forgot to do? 
 

A. Disable unused physical router ports. 

B. Generate new encryption keys. 

C. Upgrade the router firmware. 

D. Create a database of file hashes on the router. 

 
Answer: A 
 
QUESTION 1213 
A network technician is attempting to resolve an issue for two users. The users unplugged and moved their laptops to a 
different cubicle to work together. The NIC LED Is lit on both laptops, but the users are not able to access the network 
resources. Which of the following is MOST likely preventing access? 
 

A. Port security 

B. Auto-MDIX 

C. BDPU guard 

D. DHCP snooping 

 
Answer: A 
 
QUESTION 1214 
A network administrator has implemented file integrity monitoring on all relevant devices. This will provide the ability to 
detect whenever the files are: 
 

A. reinstalled. 

B. executed. 

C. read. 

D. written. 

 
Answer: A 
 
QUESTION 1215 
A network engineer is provisioning a new Linux server in a public cloud. Which of the following types of cloud service 
should be utilized? 
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A. PaaS 

B. SaaS 

C. DaaS 

D. laaS 

 
Answer: A 
 
QUESTION 1216 
A network administrator installed a WAP to extend the network. However, the company wants to contain the signal so it 
does not extend beyond the company's parking structure. Which of the following solutions would work BEST? 
 

A. Create MAC filtering. 

B. Change the channel. 

C. Change the encryption. 

D. Install a directional antenna. 

 
Answer: A 
 
QUESTION 1217 
A small company decided to use a single virtual appliance lo filter spam as well as a reverse proxy to filter traffic to its 
internal web server. Which of the following did the company MOST likely deploy? 
 

A. IPS 

B. Firewall 

C. SIEM 

D. UTM 

E. Content filler 

 
Answer: E 
 
QUESTION 1218 
Ann, a user, is attempting to charge her phone using the USB port of her computer. She realizes the port has been 
disabled. Which of the following policies would restrict the use of the USB port? 
 

A. BYOD 

B. NDA 

C. SLA 

D. AUP 

 
Answer: A 
 
QUESTION 1219 
Which of the following protocols would enable a company to upgrade its Internet connection by acquiring its own public 
IP prefixes and autonomous system number? 
 

A. EIGRP 

B. BGP 

C. IPv6 

D. MPLS 

 
Answer: A 
 
QUESTION 1220 
A user reports a laptop wireless connection is working at the user's desk but not in a recent building addition. A network 
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administrator logs into the wireless controller, searches for the user's MAC address, and receives the following results: 

 
Which of the following describes the reason for the issue? 
 

A. Frequency mismatch 

B. Distance limitation 

C. Channel overlap 

D. Wrong SSID 

 
Answer: B 
 
QUESTION 1221 
Which of the following technologies can be implemented on network devices to increase throughput in network storage 
systems? 
 

A. Trunking 

B. Frame Relay 

C. Jumbo frames 

D. InfiniBand 

 
Answer: C 
 
QUESTION 1222 
A technician has completed configuration on a new satellite location. The location has a new firewall and a small 
internal network. The technician has been asked to perform basic vulnerability testing. 
Which of the following tools would BEST assist the technician in verifying the security of the site? 
 

A. Packet sniffer 

B. Bandwidth tester 

C. Port scanner 

D. Protocol analyzer 

 
Answer: D 
 
QUESTION 1223 
Which of the following are considered physical security detection methods? (Select TWO). 
 

A. Cameras 

B. Asset tags 

C. Biometric readers 

D. Access control vestibules 

E. IPS infrastructure 

F. Locking racks 

 
Answer: BC 
 
QUESTION 1224 
Users at an office site notice the wireless network is unavailable for a short period after a brownout. Which of the 
following technologies is MOST cost effective to sustain network equipment during a brief power event? 
 

A. UPS 
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B. Dual power supplies 

C. Generator 

D. Redundant circuits 

 
Answer: C 
 
QUESTION 1225 
A network technician needs to install network devices in a new building. The building will be a pan of the corporate 
network and has the connection to the core network already. Which of the following devices must be configured in the 
new building? 
 

A. Firewall 

B. Switch 

C. Modem 

D. IDS 

 
Answer: C 
 
QUESTION 1226 
A network administrator is configuring a database server and would like to ensure the database engine is listening on a 
certain port. Which of the following commands should the administrator use to accomplish this goal? 
 

A. nslookup 

B. netstate -a 

C. ipconfi / a 

D. arp -a 

 
Answer: A 
 
QUESTION 1227 
A company has decided to move its datacenter to an laaS provider. The company stakeholders are concerned about 
their ISP being a single point of failure. Which of the following will the network administrator MOST likely recommend to 
mitigate this nsk? 
 

A. Adopt a multicloud strategy to ensure access in case of an outage. 

B. Contract a secondary ISP to provide another connection. 

C. Lease additional office space for use in the event of a disaster. 

D. Get an additional Internet connection from the current ISP 

 
Answer: B 
 
QUESTION 1228 
A network engineer configured new Firewalls with the correct configuration to be deployed to each remote branch. 
Unneeded services were disabled, and all firewall rules were applied successfully. Which of the following should the 
network engineer perform NEXT to ensure all the firewalls are hardened successfully? 
 

A. Ensure an implicit permit rule is enabled. 

B. Configure the log settings on the firewalls to the central syslog server. 

C. Update the firewalls with current firmware and software. 

D. Use the same complex passwords on all firewalls. 

 
Answer: A 
 
QUESTION 1229 
A network engineer has been assigned a support ticket for a PC that will not connect to the network in a new area of 
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the building. The engineer knows the PC should be assigned to the PC VLAN (VLAN 1101) and should have an IP in 
the 172. 16. 250. 0/22 range. While talking with the hardware team, the engineer is told this is the first PC to be 
installed in this area. The engineer then logs into the edge switch the PC is connected to and looks at the configuration. 
Given the output below: 

 
Which of the following best explains the reason why the PC cannot connect? 
 

A. The VLAN interface is missing. 

B. The VLAN is not allowed across the trunk. 

C. The PC is in the wrong VLAN. 

D. The PC does not have a valid IP. 

 
Answer: B 
 
QUESTION 1230 
A network technician is configuring a new web server at the company office. The network manager has instructed the 
technician to implement it in such a way so it is isolated from the local network and still able to be reached from an 
external network. Which of the following BEST describes where the technician should set up the new server? 
 

A. Private VLAN 

B. IDF 

C. DMZ 

D. Native VLAN 

 
Answer: C 
 
QUESTION 1231 
Which of the following concepts would MOST likely be used to identify individual pieces of hardware throughout their 
life cycle? 
 

A. Geofencing 

B. Smart locker 

C. Chain of custody 

D. Asset tagging 

 
Answer: B 
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