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QUESTION 166
Which two statements are correct about a software switch on FortiGate? (Choose two.)

00>

It can be configured only when FortiGate is operating in NAT mode
Can act as a Layer 2 switch as well as a Layer 3 router

All interfaces in the software switch share the same IP address

It can group only physical interfaces

Answer: AC

QUESTION 167
Which two statements are correct about NGFW Policy-based mode? (Choose two.)

A.
B.
C.

D.

NGFW policy-based mode does not require the use of central source NAT policy
NGFW policy-based mode can only be applied globally and not on individual VDOMs

NGFW policy-based mode supports creating applications and web filtering categories directly
in a firewall policy
NGFW policy-based mode policies support only flow inspection

Answer: CD

QUESTION 168
Refer to the exhibit, which contains a radius server configuration.
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New RADIUS Server
Name FortiAuthenticator-RADIUS
Authentication method m Specify

NAS IP

Include in every user group @

Primary Server

IP/Name 10.0.1.149
Secret AARRAS

Test Connectivity

Test User Credentials

An administrator added a configuration for a new RADIUS server. While configuring, the administrator selected the
Include in every user group option.
What will be the impact of using Include in every user group option in a RADIUS configuration?

A. This option places the RADIUS server, and all users who can authenticate against that server,
into every FortiGate user group.

B. This option places all FortiGate users and groups required to authenticate into the RADIUS
server, which, in this case, is FortiAuthenticator.

C. This option places all users into every RADIUS user group, including groups that are used for
the LDAP server on FortiGate.

D. This option places the RADIUS server, and all users who can authenticate against that server,
into every RADIUS group.

Answer: A

QUESTION 169
Which engine handles application control traffic on the next-generation firewall (NGFW) FortiGate?

Antivirus engine

Intrusion prevention system engine
Flow engine

Detection engine

o0w»

Answer: B
QUESTION 170

Refer to the exhibit. An administrator is running a sniffer command as shown in the exhibit.
Which three pieces of information are included in the sniffer output? (Choose three.)
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Fortigate ® diagnose sniffer packet any "icmp”™ S

interfaces=[any]

filters=[icmp)

20.370482 port2 in 19.0.1.2 -> 8.8.8.8: icmp: echo request
4500 003c 2f8f 0000 8001 fO20 ©a00 €102
0808 0808 0800 4dS5a 0001 0001 6162 6364 «»«sabcd
6566 6768 696a 6b6¢c 6d6e 6f70 7172 7374 efghijklmnopqrst
7576 7761 6263 6465 6667 6869 uvwabcdefghi

20.37€805 portl out 10.56.240.228 -> 8.8.8.8: icmp: echo request
4500 ©003c 2f8f 0000 7f01 0106 Ga38 foed
808 0808 OBLO 6159 ecHl 0OO1 6162 6364
6566 6768 696a 6b6c 6d6e 6f70 7172 7374 efghijklmnopqrst
7576 7761 6263 6465 6667 6869 uvwabcdefghi

20.372138 portl in 8.8.8.8 -> 10.56.240.228: icmp: echo reply
4500 003c 0000 0000 7501 3295 0808 0808 E..<.
Ba38 foed 0000 6959 ecOl 0001 6162 6364 8....4Y....abcd
6566 6768 696a 6b6c 6d6e 6f70 7172 7374 efghijklmnopqrst
7576 7761 6263 6465 6667 6869 uvwabcdefghi

20.372163 port2 out 8.8.8.8 -> 10.0.1.2: icmp: echo reply
4500 093¢ 000D 0000 7401 2bDLO O808 0808
0200 0102 0000 555a 0001 0001 6162 6364
6566 6768 696a 6b6c 6d6e 670 7172 7374 efghijklmnopqrst
7576 7761 6263 6465 6667 6869 uvwabcdefghi

Interface name
Ethernet header
IP header
Application header
Packet payload

moow»

Answer: ACE

QUESTION 171

FortiGuard categories can be overridden and defined in different categories. To create a web rating override for
example.com home page, the override must be configured using a specific syntax. Which two syntaxes are correct to
configure web rating for the home page? (Choose two.)

www.example.com:443
www.example.com
example.com
www.example.com/index.html

o0®»

Answer: BC

QUESTION 172

A network administrator has enabled SSL certificate inspection and antivirus on FortiGate. When downloading an
EICAR test file through HTTP, FortiGate detects the virus and blocks the file. When downloading the same file through
HTTPS, FortiGate does not detect the virus and the file can be downloaded.

What is the reason for the failed virus detection by FortiGate?

A. Application control is not enabled
B. SSL/SSH Inspection profile is incorrect
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C. Antivirus profile configuration is incorrect
D. Antivirus definitions are not up to date

Answer: B

QUESTION 173
Which downstream FortiGate VDOM is used to join the Security Fabric when split-task VDOM is enabled on all

FortiGate devices?

Root VDOM
FG-traffic VDOM
Customer VDOM
Global VDOM

OO w»

Answer: A
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