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Question:1

What is the purpose of the Threat Hunting feature?

A. Deleteanyfilefromanycollectorinthe organization

B. Findand delete allinstances of aknown malicious file or hashin the organization
C. Identifyallinstances of a known malicious file or hash and notify affected users
D. Execute playbooks to isolate affected collectors in the organization

Answer:C

Explanation:

Question:2

How does FortiEDR implement post-infection protection?

A. By preventingdataexfiltration orencryptionevenafterabreachoccurs
B. By using methods used bytraditional EDR

C. By insurance against ransomware

D. Byreal-timefilteringtoprevent malwarefromexecuting

Answer:D

Explanation:

Question:3
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Based on the forensics data shown in the exhibit which two statements are true? (Ch(;osé twoA.) 7

-
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A. Thedevicecannotberemediated

B. Theeventwasblocked becausethe certificateis unsigned
C. Device C8092231196 has been isolated

D. Theexecution prevention policyhasblockedthisevent.

Answer: B,C

Explanation:

Question:4

What is the benefit of using file hash along with the file name in a threat hunting repository search?

A. Ithelps to make sure the hashis really a malware

B. It helpsto check the malware evenifthe malware variant uses a different file name

C. Ithelpstofindif someinstances of the hash are actually associated with a different file
D. It helps locate afile as threat hunting only allows hash search

Answer:C

Explanation:

Question:5

Exhibit.

CLASSIFICATION DETAILS

# Malidous romriner

Automated analysis steps 21ed by £ S

History

‘ 5. 0

svice R2D2-kvme3 was moved from coliector group Training to ¢
zroup High Security Collector Group onice

Triggered Rules

Based on the event shown in the exhibit which two statements about the event are true? (Choose
two.)

A. The deviceis movedtoisolation.
B. Playbooksisconfiguredforthisevent.
C. Theeventhasbeenblocked
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D. The policyisinsimulation mode

Answer: B,D
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Explanation:

Question:6

An administrator needs to restrict access to the ADMINISTRATION tab in the central manager for a
specific account.
What role should the administrator assign to this account?

A. Admin
B. User
C. Local Admin
D. RESTAPI
Answer:C
Explanation:
Question:7
Refer to the exhibit.
» 202814 @ 202-kymés 51 ation 2uE E1E $ st $3139  15.5e2 1139 ai‘
s CLASSIFICATION DETAILS
’ MAlCOUs ronnner
Mirtory
. "
Triggered Rules
0 Y 4
on = &
) bad b2
Qw Cod 1 Writable

Based on the event shown in the exhibit, which two statements about the event are true? (Choose
two.)

A. The NGAV policy has blocked TestApplication exe
B. TestApplication exe is sophisticated malware

C. TheuserwasabletolaunchTestApplicationexe
D. FCSclassified the event as malicious

Answer: A,B

Explanation:
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Question:8

Refer to the exhibits.
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The exhibits show the collector state and active connections. The collector is unable to connect to
aggregator IP address 10.160.6.100 using default port.
Based on the netstat command output what must you do to resolve the connectivity issue?

A. Reinstall collectoragentanduse port443
B. Reinstall collectoragentanduse port 8081
C. Reinstallcollectoragentanduse port 555
D. Reinstallcollectoragentanduse port6514

Answer:B

Explanation:

Question:9

Refer to the exhibits.
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APPLICATIONS
. fad hta1) vy Y advanced Frer
APPLICATION VENDOR
FileZilla Signed Tim Kosse
3.50.0
FileZilla Signed FlleZilla Project

COLLECTOR GROUP NAME

ges High Security Collector Group
=)

DBA

(n

Default Collector Group

(0/0)

(3 Exponrt v

REPUTATION
Unknown
Unknown

Unknown

DEV

C80¢

APPLICATION DETAILS

Policies
Poicy Action
E Default Communication Control .. mommngr Allow
3] Servers Policy FoRmner =| Deny
E Finance Polcy | Deny Maruay
E Simuiaton Commumcaton Control Policy Allow
[Z] isotation Policy Pomnner = | Dety

ASSIGNED COLLECTOR GROUPS
Finance Policy

B

The exhibits show application policy logs and application details Collector C8092231196isa member
oftheFinancegroup
What must an administrator do to block the FileZilia application?

A. DenyapplicationinFinance policy

B. Assign Finance policyto DBAgroup

C. AssignFinance policytoDefault Collector Group

D. AssignSimulation Communication Control PolicytoDBAgroup
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Answer:D

Explanation:
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Refer to the exhibit.

Save Query

Based on the threat hunting query shown in the exhibit which of the following is true?

A. RDP connections will be blocked and classified as suspicious

B. Asecurity event will be triggered when the device attempts a RDP connection
C. Thisqueryisincludedinotherorganizations

D. The query willonly check for network category

Answer:B

Explanation:

Question: 11

Which connectors can you use for the FortiEDR automated incident response? (Choose two.)

A. FortiNAC
B. FortiGate
C. FortiSiem
D. FortiSandbox

Answer: B,C
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Explanation:

Question: 12
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What is true about classifications assigned by Fortinet Cloud Sen/ice (FCS)?

A. Thecoreisresponsible forall classificationsif FCS playbooks are disabled
B. The core only assigns a classification if FCSis not available

C. FCSrevisesthe classification of the core based onits database

D. FCSisresponsibleforallclassifications

Answer:C

Explanation:

Question: 13

Refer to the exhibit.

B Admunistrator: Command Prompt

Based on the FortiEDR status output shown in the exhibit, which two statements about the FortiEDR
collectoraretrue?(Choosetwo.)

A. Thecollectordevice haswindowsfirewallenabled

B. Thecollector hasbeeninstalled withanincorrect port number

C. Thecollectorhasbeeninstalledwithanincorrectregistration password
D. Thecollectordevice cannotreachthe centralmanager

Answer: B,D

Explanation:

Question: 14

Acompanyrequiresaglobalcommunication policyforaFortiEDR multi-tenantenvironment.
How cantheadministratorachievethis?

A. An administrator creates a new communication control policy and shares it with other
organizations

B. Alocal administrator creates new a communication control policy and shares it with other
organizations

C. Alocaladministrator createsanew communication control policy and assignsitglobally toall
organizations

D. Anadministratorcreatesanewcommunicationcontrolpolicyforeachorganization
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Answer:C

Explanation:
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Refer to the exhibit.

EVENT EXCEPTIONS

1 44478

-+

S41TITEET of even! 44878

Based on the event exception shown in the exhibit which two statements about the exception are
true? (Choose two)

A. Apartial exceptionisapplied tothis event

B. FCSplaybooksisenabled by Fortinet support

C. Theexceptionisappliedonlyondevice C8092231196

D. Thesystemownercan modifythetriggerrules parameters

Answer: A,C

Explanation:

Question: 16

Which two statements are true about the remediation function in the threat hunting module?
(Choose two.)

A. Thefileisremovedfromthe affected collectors
B. Thethreat hunting module sends the user a notification to delete thefile
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C. Thefileisquarantined
D. Thethreathuntingmodule deletesfilesfrom collectorsthatare currentlyonline.

Answer: B,C
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Explanation:

Question: 17

Exhibit.

Based on the forensics data shown in the exhibit, which two statements are true? (Choose two.)

A. Anexception hasbeen created for thisevent

B. Theforensicsdatais displayed mthe stacks view

C. Thedevice hasbeenisolated

D. Theexfiltration prevention policy hasblockedthisevent

Answer: C,D

Explanation:

Question: 18

The FortiEDR axe classified an event as inconclusive, out a few seconds later FCS revised the
classification to malicious. What playbook actions ate applied to the event?

A. Playbook actions applied to inconclusive events
B. Playbookactionsappliedtohandled events

C. Playbookactionsappliedtosuspiciousevents
D. Playbookactionsappliedtomaliciousevents

Answer:D

Explanation:

Question: 19

Which threat hunting profile is the most resource intensive?

A. Comprehensive
B. Inventory
C. Default
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D. Standard Collection

Answer: A

Explanatio
n:

Question:
20

Which two
types of
remote
authentica
tion does
the
FortiEDR
manageme
nt console
support?
(Choose
two.)

A. Radius
B. SAML
C. TACACS
D. LDAP

___Ans

wer: A,D
Explanatio
n:
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