
              Braindump2go  Guarantee All Exams 100% Pass              

One Time! 

 SAP-C01 Exam Dumps  SAP-C01 Exam Questions   SAP-C01 PDF Dumps   SAP-C01 VCE Dumps 

https://www.braindump2go.com/aws-certified-solutions-architect-professional.html 

 Vendor: Amazon 

 

 Exam Code: AWS-Certified-Solutions-Architect-Professional 

 

 Exam Name: AWS Certified Solutions Architect - Professional (SAP-C01) 

 

 New Updated Questions from Braindump2go (Updated in August/2021) 

 

Visit Braindump2go and Download Full Version SAP-C01 Exam Dumps 
 
QUESTION 918 
A company is configuring connectivity to a multi-account AWS environment to support application workloads fiat serve 
users in a single geographic region. The workloads depend on a highly available, on-premises legacy system deployed 
across two locations It is critical for the AWS workloads to manias connectivity to the legacy system, and a minimum of 
5 Gbps of bandwidth is required. All application workloads within AWS must have connectivity with one another. 
Which solution will meet these requirements? 
 

A. Configure multiple AWS Direct Connect (OX) 10 Gbps dedicated connections from a DX partner 
for each on-premises location.  
Create private virtual interfaces on each connection for each AWS account VPC. 
Associate the private virtual interface with a virtual private gateway attached to each VPC. 

B. Configure multiple AWS Direct Connect (DX) 10 Gbps dedicated connections from two DX 
partners for each on-premises location. 
Create and attach a virtual private gateway for each AWS account VPC. 
Create a DX gateway m a central network account and associate it with the virtual private 
gateways. 
Create a public virtual interface on each DX connection and associate the interface with me DX 
gateway. 

C. Configure multiple AWS Direct Connect (DX) 10 Gbps dedicated connections from two DX 
partners for each on-premises location. 
Create a transit gateway and a DX gateway in a central network account.  
Create a transit virtual interface for each DX interlace and associate them with the DX gateway.  
Create a gateway association between the DX gateway and the transit gateway 

D. Configure multiple AWS Direct Connect (DX) 10 Gbps dedicated connections from a DX partner 
for each on-premises location. 
Create and attach a virtual private gateway for each AWS account VPC. 
Create a transit gateway in a central network account and associate It with the virtual private 
gateways. 
Create a transit virtual interface on each DX connection and attach the interface to the transit 
gateway. 

 
Answer: B 
 
QUESTION 919 
A company is using an existing orchestration tool to manage thousands of Amazon EC2 instances. A recent 
penetration test found a vulnerability in the company's software stack. This vulnerability has prompted the company to 
perform a full evaluated of its current production environment The analysts determined that the following vulnerabilities 
exist within the environment: 
- Operating systems with outdated libraries and known vulnerabilities are being used in production 
- Relational databases hosted and managed by the company are running unsupported versions with known 
vulnerabilities 
- Data stored in databases Is not encrypted. 
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The solutions architect intends to use AWS Config to continuously audit and assess the compliance of the company's 
AWS resource configurations with the company's polices and guidelines. 
What additional steps will enable the company to secure its environments and track resources while adhering to best 
practices? 
 

A. Use AWS Application Discovery Service to evaluate at running EC2 instances. 
Use the AWS CLI lo modify each instance, and use EC2 user data to install the AWS Systems 
Manager Agent during boot. 
Schedule patching to run as a Systems Manager Maintenance Windows task.  
Migrate all relational databases lo Amazon RDS and enable AWS KMS encryption 

B. Create an AWS CloudFormation template for the EC2 instances. 
Use EC2 user data in the CloudFormation template to install the AWS Systems Manager Agent, 
and enable AWS KMS encryption on all Amazon EBS volumes.  
Have CloudFormation replace al running instances.  
Use Systems Manager Patch Manager to establish a patch baseline and deploy a Systems 
Manager Maintenance Windows task to run AWS-RunPatchBaseline using the patch baseline 

C. Install the AWS Systems Manager Agent on all existing instances using the company's current 
orchestration tool.  
Use the Systems Manager Run Command to run a list of commands to upgrade software on each 
instance using operating system-specific tools.  
Enable AWS KMS encryption on all Amazon EBS volumes. 

D. install the AWS Systems Manager Agent on all existing instances using the company's current 
orchestration tool.  
Migrate al relational databases to Amazon RDS and enable AWS KMS encryption. 
Use Systems Manager Patch Manager to establish a patch baseline and deploy a Systems 
Manager Maintenance Windows task to run AWS-RunPatchBaseline using the patch baseline. 

 
Answer: D 
 
QUESTION 920 
A company is using AWS CloudFormation to deploy its infrastructure. The company is concerned that if a production 
CloudFormation stack is deleted, important data stored in Amazon RD5 databases or Amazon EBS volumes might also 
be deleted. 
now can the company prevent users from accidentally deleting data in this way? 
 

A. Modify the CloudFormation templates to add a DeletionPolicy attribute to RDS and EBS 
resources. 

B. Configure a stack policy that disallows the deletion of RDS and EBS resources. 

C. Modify IAM policies to deny deleting RDS and EBS resources that ate lagged with an 
"aws:cloudformation:stack-name'' tag. 

D. Use AWS Config rules to prevent deleting RDS and EBS resources. 

 
Answer: A 
 
QUESTION 921 
a company needs to create a centralized logging architecture for all of its AWS accounts. The architecture should 
provide near-real-time data analysis for all AWS CloudTrail logs and VPC Flow logs across an AWS accounts. The 
company plans to use Amazon Elasticsearch Service (Amazon ES) to perform log analyses in me logging account. 
Which strategy should a solutions architect use to meet These requirements? 
 

A. Configure CloudTrail and VPC Flow Logs in each AWS account to send data to a centralized 
Amazon S3 Ducket in the fogging account.  
Create an AWS Lambda function to load data from the S3 bucket to Amazon ES m the togging 
account 

B. Configure CloudTrail and VPC Flow Logs to send data to a fog group m Amazon CloudWatch 
Logs n each AWS account. 
Configure a CloudWatch subscription filter in each AWS account to send data to Amazon Kinesis 
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Data Firehose In the fogging account Load data from Kinesis Data Firehose Into Amazon ES in 
the logging account 

C. Configure CloudTrail and VPC Flow Logs to send data to a separate Amazon S3 bucket In each 
AWS account.  
Create an AWS Lambda function triggered by S3 evens to copy the data to a centralized logging 
bucket.  
Create another Lambda function lo load data from the S3 bucket to Amazon ES in the logging 
account. 

D. Configure CloudTrail and VPC Flow Logs to send data to a fog group in Amazon CloudWatch 
Logs in each AWS account. 
Create AWS Lambda functions in each AWS account to subscribe to the tog groups and stream 
the data to an Amazon S3 bucket in the togging account.  
Create another Lambda function to toad data from the S3 bucket to Amazon ES in the logging 
account. 

 
Answer: A 
 
QUESTION 922 
A company is migrating its data centre from on premises to the AWS Cloud. The migration will take several months to 
complete. The company will use Amazon Route 53 for private DNS zones. During the migration, the company must 
Keep its AWS services pointed at the VPC's Route 53 Resolver for DNS. The company also must maintain the ability to 
resolve addresses from its on-premises DNS server A solutions architect must set up DNS so that Amazon EC2 
instances can use native Route 53 endpoints to resolve on-premises DNS queries. 
Which configuration writ meet these requirements? 
 

A. Configure Vie VPC DHCP options set to point to on-premises DNS server IP addresses. 
Ensure that security groups for EC2 instances allow outbound access to port 53 on those DNS 
server IP addresses. 

B. Launch an EC2 instance that has DNS BIND installed and configured.  
Ensure that the security groups that are attached to the EC2 instance can access the on-
premises DNS server IP address on port 53.  
Configure BIND to forward DNS queries to on-premises DNS server IP addresses. 
Configure each migrated EC2 instances DNS settings to point to the BIND server IP address. 

C. Create a new outbound endpoint in Route 53 and attach me endpoint to the VPC.  
Ensure that the security groups that are attached to the endpoint can access the on-premises 
DNS server IP address on port 53. 
Create a new Route 53 Resolver rule that routes on-premises designated traffic to the on-
premises DNS server. 

D. Create a new private DNS zone in Route 53 with the same domain name as the on-premises 
domain.  
Create a single wildcard record with the on-premises DNS server IP address as the record's 
address. 

 
Answer: C 
 
QUESTION 923 
A company is migrating its infrastructure to the AW5 Cloud. The company must comply with a variety of regulatory 
standards for different projects. The company needs a multi-account environment. A solutions architect needs to 
prepare the baseline infrastructure The solution must provide a consistent baseline of management and security but it 
must allow flexibility for different compliance requirements within various AWS accounts. The solution also needs to 
integrate with the existing on- premises Active Directory Federation Services (AD FS) server. Which solution meets 
these requirements with the LEAST amount of operational overhead? 
 

A. Create an organization In AWS Organizations. 
Create a single SCP for least privilege access across all accounts. 
Create a single OU for all accounts. 
Configure an IAM identity provider tor federation with the on-premises AD FS server. 
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Configure a central togging account with a defined process for log generating services to send log 
events to the central account.  
Enable AWS Config in the central account with conformance packs for all accounts. 

B. Create an organization In AWS Organizations. 
Enable AWS Control Tower on the organization. 
Review included guardrails for SCPs.  
Check AWS Config for areas that require additions. 
Add OUs as necessary Connect AWS Single Sign-On to the on-premises AD FS server 

C. Create an organization in AWS Organizations. 
Create SCPs for least privilege access. 
Create an OU structure, and use it to group AWS accounts Connect AWS Single Sign-On to the 
on-premises AD FS server.  
Configure a central logging account with a defined process for tog generating services to send log 
events to the central account. 
Enable AWS Config in the central account with aggregators and conformance packs. 

D. Create an organization in AWS Organizations. 
Enable AWS Control Tower on the organization Review included guardrails for SCPs.  
Check AWS Config for areas that require additions. 
Configure an IAM identity provider for federation with the on-premises AD FS server. 

 
Answer: A 
 
QUESTION 924 
A company has an on-premises monitoring solution using a PostgreSQL database for persistence of events. The 
database is unable to scale due to heavy ingestion and it frequently runs out of storage. The company wants to create 
a hybrid solution and has already set up a VPN connection between its network and AWS. The solution should include 
the following attributes: 
- Managed AWS services to minimize operational complexity 
- A buffer that automatically scales to match the throughput of data and requires no on-going administration. 
- A visualization toot to create dashboards to observe events in near-real time. 
- Support for semi -structured JSON data and dynamic schemas. 
Which combination of components will enabled?company to create a monitoring solution that will satisfy these 
requirements'' (Select TWO.) 
 

A. Use Amazon Kinesis Data Firehose to buffer events Create an AWS Lambda function 10 process 
and transform events 

B. Create an Amazon Kinesis data stream to buffer events Create an AWS Lambda function to 
process and transform evens 

C. Configure an Amazon Aurora PostgreSQL DB cluster to receive events Use Amazon Quick Sight 
to read from the database and create near-real-time visualizations and dashboards 

D. Configure Amazon Elasticsearch Service (Amazon ES) to receive events Use the Kibana 
endpoint deployed with Amazon ES to create near-real-time visualizations and dashboards. 

E. Configure an Amazon Neptune 0 DB instance to receive events Use Amazon QuickSight to read 
from the database and create near-real-time visualizations and dashboards 

 
Answer: DE 
 
QUESTION 925 
A company has used infrastructure as code (laC) to provision a set of two Amazon EC2 instances. The instances have 
remained the same tor several years. 
The company's business has grown rapidly in the past few months. In response, the company's operations team has 
implemented an Auto Scaling group to manage the sudden increases in traffic Company policy requires a monthly 
installation of security updates on all operating systems that are running. 
The most recent security update required a reboot. As a result the Auto Scaling group terminated the instances and 
replaced them with new, unpatched instances.  
Which combination of steps should a sol-tons architect recommend to avoid a recurrence of this issue? (Select TWO ) 
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A. Modify the Auto Scaling group by setting the Update policy to target the oldest launch 
configuration for replacement. 

B. Create a new Auto Scaling group before the next patch maintenance. 
During the maintenance window patch both groups and reboot the instances. 

C. Create an Elastic Load Balancer in front of the Auto Scaling group. 
Configure monitoring to ensure that target group health checks return healthy after the Auto 
Scaling group replaces the terminated instances 

D. Create automation scripts to patch an AMI.  
Update the launch configuration, and invoke an Auto Scaling instance refresh. 

E. Create an Elastic Load Balancer in front of the Auto Scaling group Configure termination 
protection on the instances. 

 
Answer: AC 
 
QUESTION 926 
A solutions architect uses AWS Organizations to manage several AWS accounts for a company. The full Organizations 
feature set is activated for the organization. All production AWS accounts exist under an OU that is named "production" 
Systems operators have full administrative privileges within these accounts by using IAM roles. 
The company wants to ensure that security groups in all production accounts do not allow inbound traffic for TCP port 
22. All noncompliant security groups must be remediated immediately, and no new rules that allow port 22 can be 
created. 
Winch solution will meet these requirements? 
 

A. Write an SCP that denies the CreateSecurityGroup action with a condition o( ec2:tngress rule 
with value 22. Apply the SCP to the 'production' OU. 

B. Configure an AWS CloudTrail trail for all accounts Send CloudTrail logs to an Amazon S3 bucket 
In the Organizations management account. Configure an AWS Lambda function on the 
management account with permissions to assume a role in all production accounts to describe 
and modify security groups. Configure Amazon S3 to invoke the Lambda function on every 
PutObject event on the S3 bucket Configure the Lambda function to analyze each CloudTrail 
event for noncompliant security group actions and to automatically remediate any issues. 

C. Create an Amazon EvertBridge (Amazon CloudWatch Events) event bus in the Organizations 
management account. Create an AWS Cloud Formation template to deploy configurations that 
send CreateSecuntyGroup events to the even! bus from an production accounts Configure an 

AWS Lambda function in the management account with permissions to assume a role 玦 all 

production accounts to describe and modify security groups. Configure the event bus to invoke 
the Lambda function Configure the Lambda function to analyse each event for noncompliant 
security group actions and to automatically remediate any issues. 

D. Create an AWS CloudFormation template to turn on AWS Config Activate the 
INCOMING_SSH_DISABLED AWS Config managed rule Deploy an AWS Lambda function that 
will run based on AWS Config findings and will remediate noncompliant resources Deploy the 
CloudFormation template by using a StackSet that is assigned to the "production" OU. Apply an 
SCP to the OU to deny modification of the resources that the CloudFormation template 
provisions. 

 
Answer: D 
 
QUESTION 927 
A company is finalizing the architecture for its backup solution for applications running on AWS. All of the applications 
run on AWS and use at least two Availability Zones in each tier. Company policy requires IT to durably store nightly 
backups of all its data in at least two locations: 
production and disaster recovery. The locations must be m different geographic regions. The company also needs the 
backup to be available to restore immediately at the production data center, and within 24 hours at the disaster 
recovery location AM backup processes must be fully automated. What is the MOST cost-effective backup solution that 
will meet all requirements? 
 

A. Back up all the data to a large Amazon EBS volume attached to the backup media server m the 
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production region.  
Run automated scripts to snapshot these volumes nightly. and copy these snapshots to the 
disaster recovery region. 

B. Back up all the data to Amazon S3 in the disaster recovery region. 
Use a Lifecycle policy to move this data to Amazon Glacier in the production region immediately. 
Only the data is replicated: remove the data from the S3 bucket in the disaster recovery region. 

C. Back up all the data to Amazon Glacier in the production region.  
Set up cross-region replication of this data to Amazon Glacier in the disaster recovery region.  
Set up a lifecycle policy to delete any data o der than 60 days. 

D. Back up all the data to Amazon S3 in the production region.  
Set up cross-region replication of this S3 bucket to another region and set up a lifecycle policy in 
the second region to immediately move this data to Amazon Glacier 

 
Answer: D 
 
QUESTION 928 
A company is migrating its marketing website and content management system from an on-premises data center to 
AWS. The company wants the AWS application to be deployed in a VPC with Amazon EC2 instances used for the web 
servers and an Amazon RDS instance for the database. The company has a runbook document that describes the 
installation process of the on-premises system. The company would like to base the AWS system on the processes 
referenced in the runbook document. The runbook document describes the installation and configuration of the 
operating systems, network settings, the website, and content management system software on the servers After the 
migration is complete, the company wants to be able to make changes quickly to take advantage of other AWS 
features. 
How can the application and environment be deployed and automated m AWS. while allowing for future changes? 
 

A. Update the runbook to describe how to create the VPC the EC2 instances and the RDS instance 
for the application by using the AWS Console Make sure that the rest of the steps in the runbook 
are updated to reflect any changes that may come from the AWS migration 

B. Write a Python script that uses the AWS API to create the VPC the EC2 instances and the RDS 
instance for the application Write shell scripts that implement the rest of the steps in the runbook 
Have the Python script copy and run the shell scripts on the newly created instances to complete 
the installation 

C. Write an AWS Cloud Formation template that creates the VPC the EC2 instances, and the RDS 
instance for the application Ensure that the rest of the steps in the runbook are updated to reflect 
any changes that may come from the AWS migration 

D. Write an AWS CloudFormation template that creates the VPC the EC2 instances, and the RDS 
instance for the application Include EC2 user data in the AWS Cloud Formation template to install 
and configure the software. 

 
Answer: D 
 
QUESTION 929 
A company that runs applications on AWS recently subscribed to a new software-as-a-service (SaaS) data vendor.  
The vendor provides the data by way of a REST API that the vendor hosts in its AWS environment. 
The vendor offers multiple options for connectivity to the API and Is working with the company to find the best way to 
connect. 
The company's AWS account does not allow outbound internet access from Its AWS environment. 
The vendor's services run on AWS in the same AWS Region as the company's applications. 
A solutions architect must Implement connectivity to the vendor's API so that the API is highly available in the 
company's VPC. 
Which solution will meet these requirements? 
 

A. Connect to the vendor's public API address for the data service. 

B. Connect to the vendor by way of a VPC peering connection between the vendor's VPC and the 
company's VPC 

C. Connect to the vendor by way of a VPC endpoint service that uses AWS PrivateLink 
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D. Connect to a public bastion host that the vendor provides Tunnel the API traffic. 

 
Answer: C 
 
QUESTION 930 
A company runs a proprietary stateless ETL application on an Amazon EC2 Linux instance. The application is a Linux 
binary, and the source code cannot be modified. The application is single- threaded, uses 2 GB of RAM. and is highly 
CPU intensive. The application is scheduled to run every 4 hours and runs for up to 20 minutes. A solutions architect 
wants to revise the architecture for the solution. 
Which strategy should the solutions architect use? 
 

A. Use AWS Lambda to run the application.  
Use Amazon CloudWatch Logs to invoke the Lambda function every 4 hours 

B. Use AWS Batch to run the application. 
Use an AWS Step Functions state machine to invoke the AWS Batch job every 4 hours 

C. Use AWS Fargate to run the application. 
Use Amazon EventBridge (Amazon CloudWatch Events) to invoke the Fargate task every 4 hours 

D. Use Amazon 6C2 Spot Instances to run the application. 
Use AWS CodeDeptoy to deploy and run the application every 4 hours. 

 
Answer: C 
 
QUESTION 931 
A company is running a serverless application that consists of several AWS Lambda functions and Amazon DynamoDB 
tables.  
The company has created new functionality that requires the Lambda functions to access an Amazon Neptune DB 
cluster. 
The Neptune DB cluster is located in three subnets in a VPC. 
Which of the possible solutions will allow the Lambda functions to access the Neptune DB cluster and DynamoDB 
tables? (Select TWO ) 
 

A. Create three public subnets in the Neptune VPC and route traffic through an interne: gateway 
Host the Lambda functions m the three new public subnets 

B. Create three private subnets in the Neptune VPC and route internet traffic through a NAT 
gateway Host the Lambda functions In the three new private subnets. 

C. Host the Lambda functions outside the VPC.  
Update the Neptune security group to allow access from the IP ranges of the Lambda functions. 

D. Host the Lambda functions outside the VPC. 
Create a VPC endpoint for the Neptune database, and have the Lambda functions access 
Neptune over the VPC endpoint 

E. Create three private subnets in the Neptune VPC.  
Host the Lambda functions m the three new isolated subnets.  
Create a VPC endpoint for DynamoDB. and route DynamoDB traffic to the VPC endpoint 

 
Answer: C 
 
QUESTION 932 
A company has a media metadata extraction pipeline running on AWS. Notifications containing a reference to a file 
Amazon S3 are sent to an Amazon Simple Notification Service (Amazon SNS) topic. The pipeline consists of a number 
of AWS Lambda functions that are subscribed to the SNS topic. The Lambda functions extract the S3 file and write 
metadata to an Amazon RDS PostgreSQL DB instance. Users report that updates to the metadata are sometimes stow 
to appear or are lost. During these times, the CPU utilization on the database is high and the number of failed Lambda 
invocations increases. 
Which combination of actions should a solutions architect take to r-e'p resolve this issue? (Select TWO.) 
 

A. Enable massage delivery status on the SNS topic. 
Configure the SNS topic delivery policy to enable retries with exponential backoff 
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B. Create an Amazon Simple Queue Service (Amazon SOS) FIFO queue and subscribe the queue 
to the SNS topic. 
Configure the Lambda functions to consume messages from the SQS queue. 

C. Create an RDS proxy for the RDS instance. 
Update the Lambda functions to connect to the RDS instance using the proxy. 

D. Enable the RDS Data API for the RDS instance.  
Update the Lambda functions to connect to the RDS instance using the Data API 

E. Create an Amazon Simple Queue Service (Amazon SQS) standard queue for each Lambda 
function and subscribe the queues to the SNS topic.  
Configure the Lambda functions to consume messages from their respective SQS queue. 

 
Answer: CE 
 
QUESTION 933 
A company has multiple business units Each business unit has its own AWS account and runs a single website within 
that account. The company also has a single logging account. Logs from each business unit website are aggregated 
into a single Amazon S3 bucket in the logging account. The S3 bucket policy provides each business unit with access 
to write data into the bucket and requires data to be encrypted. 
The company needs to encrypt logs uploaded into the bucket us-ng a 5 ngle AWS Key Management Service (AWS 
KMS) CMK. 
The CMK that protects the data must be rotated once every 365 days. 
Which strategy is the MOST operationally efficient for the company to use to meet these requirements'? 
 

A. Create a customer managed CMK ri the logging account 
Update the CMK key policy to provide access to the logging account only 
Manually rotate the CMK every 365 days. 

B. Create a customer managed CMK in the logging account 
Update the CMK key policy to provide access to the logging account and business unit accounts.  
Enable automatic rotation of the CMK 

C. Use an AWS managed CMK m the togging account 
Update the CMK key policy to provide access to the logging account and business unit accounts 
Manually rotate the CMK every 365 days. 

D. Use an AWS managed CMK in the togging account 
Update the CMK key policy to provide access to the togging account only. 
 Enable automatic rotation of the CMK. 

 
Answer: C 
 
QUESTION 934 
A company operates quick-service restaurants. The restaurants follow a predictable model with high sales traffic for 4 
hours daily Sates traffic is lower outside of those peak hours.  
The point of sale and management platform is deployed in the AWS Cloud and has a backend that is based or Amazon 
DynamoDB. The database table uses provisioned throughput mode with 100.000 RCUs and 80.000 WCUs to match 
Known peak resource consumption. The company wants to reduce its DynamoDB cost and minimize the operational 
overhead for the IT staff. 
Which solution meets these requirements MOST cost-effectively? 
 

A. Reduce the provisioned RCUs and WCUs 

B. Change the DynamoDB table to use on-demand capacity 

C. Enable Dynamo DB auto seating for the table. 

D. Purchase 1-year reserved capacity that is sufficient to cover the peak load for 4 hours each day. 

 
Answer: C 
 
QUESTION 935 
A company is planning to host a web application on AWS and works to load balance the traffic across a group of 
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Amazon EC2 instances.  
One of the security requirements is to enable end-to-end encryption in transit between the client and the web server. 
Which solution will meet this requirement? 
 

A. Place the EC2 instances behind an Application Load Balancer (ALB). 
Provision an SSL certificate using AWS Certificate Manager (ACM), and associate the SSL 
certificate with the ALB.  
Export the SSL certificate and install it on each EC2 instance.  
Configure the ALB to listen on port 443 and to forward traffic to port 443 on the instances. 

B. Associate the EC2 instances with a target group.  
Provision an SSL certificate using AWS Certificate Manager (ACM).  
Create an Amazon CloudFront distribution and configure It to use the SSL certificate. 
Set CloudFront to use the target group as the origin server 

C. Place the EC2 instances behind an Application Load Balancer (ALB).  
Provision an SSL certificate using AWS Certificate Manager (ACM), and associate the SSL 
certificate with the ALB. Provision a third-party SSL certificate and install it on each EC2 instance. 
Configure the ALB to listen on port 443 and to forward traffic to port 443 on the instances. 

D. Place the EC2 instances behind a Network Load Balancer (NLB).  
Provision a third-party SSL certificate and install it on the NLB and on each EC2 instance.  
Configure the NLB to listen on port 443 and to forward traffic to port 443 on the instances. 

 
Answer: C 
 
QUESTION 936 
A development team s Deploying new APIs as serverless applications within a company. The team is currently using 
the AWS Maragement Console to provision Amazon API Gateway.  
AWS Lambda, and Amazon DynamoDB resources A solutions architect has been tasked with automating the future 
deployments of these serveriess APIs. 
How can this be accomplished? 
 

A. Use AWS CloudFonTiation with a Lambda-backed custom resource to provision API Gateway. 
Use the MfS: :OynMoDB::Table and AWS::Lambda::Function resources to create the Amazon 
DynamoOB table and Lambda functions. 
Write a script to automata the deployment of the CloudFormation template. 

B. Use the AWS Serverless Application Model to define the resources. 
Upload a YAML template and application files to the code repository. 
Use AWS CodePipeline to conned to the code repository and to create an action to build using 
AWS CodeBuild. 
Use the AWS CloudFormabon deployment provider m CodePipeline to deploy the solution. 

C. Use AWS CloudFormation to define the serverless application.  
Implement versioning on the Lambda functions and create aliases to point to the versions.  
When deploying, configure weights to implement shifting traffic to the newest version, and 
gradually update the weights as traffic moves over 

D. Commit the application code to the AWS CodeCommit code repository.  
Use AWS CodePipeline and connect to the CodeCommit code repository. 
Use AWS CodeBuild to build and deploy the Lambda functions using AWS CodeDeptoy Specify 
the deployment preference type in CodeDeploy to gradually shift traffic over to the new version. 

 
Answer: B 
 
QUESTION 937 
A company uses AWS Organizations to manage more than 1.000 AWS accounts. The company has created a new 
developer organization.  
There are 540 developer member accounts that must be moved to the new developer organization. All accounts are set 
up with all the required Information so mat each account can be operated as a standalone account. 
Which combination of steps should a solutions architect take to move all of the developer accounts to the new 
developer organization? (Select THREE ) 
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A. Call the MoveAccount operation In the Organizations API from the old organization's 
management account to migrate the developer accounts to the new developer organization 

B. From the management account remove each developer account from the old organization using 
the RemoveAccountFromOrganization operation in the Organizations API 

C. From each developer account, remove the account from the old organization using the 
RemoveAccounrFromOrganization operation in the Organizations API 

D. Sign in to the new developer organization's management account and create a placeholder 
member account that acts as a target for the developer account migration 

E. Call the InviteAccountToOrganzation operation in the Organizations API from the new developer 
organization's management account to send invitations to the developer accounts. 

F. Have each developer sign in to their account and confirm to join the new developer organization. 

 
Answer: BDE 
 
QUESTION 938 
A software development company has multiple engineers who are working remotely. The company is running Active 
Directory Domain Services (AD DS) on an Amazon EC2 instance. The company's security policy states that all internal, 
nonpublic services that are deployed in a VPC must be accessible through a VPN Multi-factor authentication (MFA) 
must be used for access to a VPN. Whet should a solution architect do to meet these requirements? 
 

A. Create an AWS Site-to-Site VPN connection Configure integration between a VPN and AD DS.  
Use an Amazon Workspaces client with MFA support enabled to establish a VPN connection. 

B. Create an AWS Client VPN endpoint Create an AD Connector directory for integration with AD 
DS. 
Enable MFA for AD Connector Use AWS Client VPN to establish a VPN connection. 

C. Create multiple AWS Site-to-Site VPN connections by using AWS VPN CloudHub. 
Configure integration between AWS VPN CloudHub and AD DS Use AWS Cop4ot to establish a 
VPN connection. 

D. Create an Amazon WorkLink endpoint Configure integration between Amazon WorkLink and AD 
DS.  
Enable MFA in Amazon WorkLink Use AWS Client VPN to establish a VPN connection. 

 
Answer: B 
 
QUESTION 939 
A company has a web application that allows users to upload short videos. The videos are stored on Amazon EBS 
volumes and analyzed by custom recognition software for categorization. The website contains stat c content that has 
variable traffic with peaks in certain months. The architecture consists of Amazon EC2 instances running in an Auto 
Scaling group for the web application and EC2 instances running in an Auto Scaling group to process an Amazon SQS 
queue The company wants to re-architect the application to reduce operational overhead using AWS managed services 
where possible and remove dependencies on third-party software. 
Which solution meets these requirements? 
 

A. Use Amazon ECS containers for the web application and Spot Instances for the Auto Scaling 
group that processes the SQS queue.  
Replace the custom software with Amazon Recognition to categorize the videos. 

B. Store the uploaded videos n Amazon EFS and mount the file system to the EC2 instances for Te 
web application.  
Process the SOS queue with an AWS Lambda function that calls the Amazon Rekognition API to 
categorize the videos. 

C. Host the web application in Amazon S3. Store the uploaded videos in Amazon S3.  
Use S3 event notifications to publish events to the SQS queue Process the SQS queue with an 
AWS Lambda function that calls the Amazon Rekognition API to categorize the videos. 

D. Use AWS Elastic Beanstalk to launch EC2 instances in an Auto Scaling group for the web 
application and launch a worker environment to process the SQS queue. 
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Replace the custom software with Amazon Rekognition to categorize the videos. 

 
Answer: D 
 
QUESTION 940 
A solutions architect has implemented a SAML 2.0 federated identity solution with their company's on-premises identity 
provider (IdP) to authenticate users' access to the AWS environment. When the solutions architect tests authentication 
through the federated identity web portal access to the AWS environment is granted. However, when test users attempt 
to authenticate through the federated identity web portal, they are not able to access the AWS environment. Which 
items should the solutions architect check to ensure identity federation is property configured? (Select THREE j 
 

A. The 1AM user's permissions pokey has allowed the use of SAML federation for that user 

B. The 1AM roles created for the federated users' or federated groups' trust policy have set the 
SAML provider as the principle. 

C. Test users are not in the AWSFederatedUsers group in the company's IdP 

D. The web portal calls the AWS STS AssumeRoleWithSAML API with the ARN of the SAML 
provider the ARN of the IAM role, and the SAML assertion from IdP 

E. The on-premises IdP's DNS hostname is reachable from the AWS environment VPCs. 

F. The company's IdP defines SAML assertions that property map users or groups m the company 
to IAM roles with appropriate permissions 

 
Answer: BCF 
 
QUESTION 941 
An AWS partner company is building a service in AWS Organizations using Its organization named org. This service 
requires the partner company to have access to AWS resources in a customer account, which is in a separate 
organization named org2. The company must establish least privilege security access using an API or command line 
tool to the customer account. What is the MOST secure way to allow org1 to access resources h org2? 
 

A. The customer should provide the partner company with their AWS account access keys to log in 
and perform the required tasks 

B. The customer should create an IAM user and assign the required permissions to the IAM user. 
The customer should then provide the credentials to the partner company to log In and perform 
the required tasks. 

C. The customer should create an IAM role and assign the required permissions to the IAM role.  
The partner company should then use the IAM rote's Amazon Resource Name (ARN) when 
requesting access to perform the required tasks 

D. The customer should create an IAM rote and assign the required permissions to the IAM rote.  
The partner company should then use the IAM rote's Amazon Resource Name (ARN).  
Including the external ID in the IAM role's trust pokey, when requesting access to perform the 
required tasks 

 
Answer: D 
 
QUESTION 942 
What should the solutions architect do to meet this requirement? 
 

A. Use Amazon CloudWatch to monitor the Sample Count statistic for each service in the ECS 
cluster Se: an alarm for when the math expression sample Notification 
SERVICE_QUOTA(service)"100 is greater than 80 Notify the development team by using 
Amazon Simple Notification Service (Amazon SNS) 

B. Use Amazon CloudWatch to monitor service quotas that are published under the AWS-'Usage 
metric namespace Set an alarm for when the math expression metricSERVlCE 
QUOTA(metric)"100 is greater than 80 Notify the development team by using Amazon Simple 
Notification Service (Amazon SNS). 

C. Create an AWS Lambda function to poll detailed metrics from the ECS cluster.  
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When the number running Fargate tasks is greater than 80. invoke Amazon Simple Email Service 
(Amazon SES) to notify the development team 

D. Create an AWS Config rule to evaluate whether the Fargate SERVICE_QUOTA is greater than 
80. 
Use Amazon Simple Email Service (Amazon SES) to notify the development team when the AWS 
Config rule is not compliant. 

 
Answer: B 
 
QUESTION 943 
A company runs applications on Amazon EC2 instances. The company plans to begin using an Auto Scaling group for 
the instances.  
As part of this transition, a solutions architect must ensure that Amazon CloudWatch Logs automatically collects logs 
from all new instances. 
The new Auto Scaling group will use a launch template that includes the Amazon Linux 2 AMI and no key pair. 
Which solution meets these requirements? 
 

A. Create an Amazon CloudWatch agent configuration for the workload Store the CloudWatch agent 
configuration in an Amazon S3 bucket Write an EC2 user data script to fetch the configuration file 
from Amazon S3.  
Configure the cloudWatch agent on the instance during Initial boot. 

B. Create an Amazon CloudWatch agent configuration for the workload In AWS Systems Manager 
Parameter Store Create a Systems Manager document that Installs and configures the 
CloudWatch agent by using the configuration Create an Amazon EventBridge (Amazon 
CloudWatch Events) rule on the default event bus with a Systems Manager Run Command target 
that runs the document whenever an instance enters the running state. 

C. Create an Amazon CloudWatch agent configuration for the workload Create an AWS Lambda 
function to Install and configure CloudWatch agent by using AWS Systems Manager Session 
Manager. 
Include the agent configuration inside the Lambda package. 
Create an AWS Config custom rule to identify changes to the EC2 instances and invoke the 
Lambda function 

D. Create an Amazon CloudWatch agent configuration for the workload.  
Save the CloudWatch agent configuration as pan of an AWS Lambda deployment package.  
Use AWS CloudTrail to capture EC2 tagging events and initiate agent installation.  
Use AWS CodeBuild to configure the CloudWatch agent on the instances that run the workload. 

 
Answer: B 
 
QUESTION 944 
A company runs a software-as-a-service (SaaS ) application on AWS. The application comets of AWS Lambda function 
and an Amazon RDS for MySQL Multi-AZ database. During market events the application has a much higher workload 
than normal Users notice slow response times during the peak periods because of many database connections.  
The company needs to improve the scalable performance and availability of the database. 
Which solution meets these requirements? 
 

A. Create an Amazon CloudWatch alarm action that triggers a Lambda function to add an Amazon 
RDS for MySQL read replica when resource utilization hits a threshold. 

B. Migrate the database to Amazon Aurora and add a read replica. 
Add a database connection pool outside of the Lambda hardier function. 

C. Migrate the database to Amazon Aurora and add a read replica.  
Use Amazon Route 53 weighted records 

D. Migrate the database to Amazon Aurora and add an Aurora Replica.  
Configure Amazon RDS Proxy to manage database connection pools. 

 
Answer: D 
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QUESTION 945 
A company is developing a gene reporting device that will collect genomic information to assist researchers with 
collecting large samples of data from a diverse population.  
The device will push 8 KB of genomic data every second to a data platform that will need to process and analyze the 
data and provide information back to researchers. 
The data platform must meet the following requirements: 
- Provide near-real-time analytics of the inbound genomic data 
- Ensure the data is flexible, parallel, and durable 
- Deliver results of processing to a data warehouse 
Which strategy should a solutions architect use to meet these requirements? 
 

A. Use Amazon Kinesis Data Firehose to collect the inbound sensor data analyze the data with 
Kinesis clients. and save the results to an Amazon RDS instance 

B. Use Amazon Kinesis Data Streams to collect the inbound sensor data analyze the data with 
Kinesis clients and save the results to an Amazon Redshift duster using Amazon EMR 

C. Use Amazon S3 to collect the inbound device data analyze the data from Amazon SOS with 
Kinesis and save the results to an Amazon Redshift duster 

D. Use an Amazon API Gateway to put requests into an Amazon SQS queue analyze the data with 
an AWS Lambda function and save the results an Amazon Redshift duster using Amazon EMR 

 
Answer: A 
 
QUESTION 946 
A company has several applications running in an on-premises data center. The data center runs a mix of Windows 
and Linux VMs managed by VMware vCenter.  
A solutions architect needs to create a plan to migrate the applications to AWS. However, the solutions architect 
discovers that the documentation for the applications is not up to date and that mere are no complete infrastructure 
diagrams. The company's developers lack time to discuss their applications and current usage with the solutions 
architect. 
What should the solutions architect do to gather the required information? 
 

A. Deploy the AWS Server Migration Service (AWS SMS) connector using the OVA image on the 
VMware cluster to collect configuration and utilization data from the VMs 

B. Use the AWS Migration Portfolio Assessment (MPA) tool to connect to each of the VMs to collect 
the configuration and utilization data. 

C. Install the AWS Application Discovery Service on each of the VMs to collect the configuration and 
utilization data 

D. Register the on-premises VMs with the AWS Migration Hub to collect configuration and utilization 
data 

 
Answer: A 
 
QUESTION 947 
A company that designs multiplayer online games wants to expand its user base outside of Europe. The company 
transfers a significant amount of UDP traffic to Keep all the live and interactive sessions of the games. The company 
has plans for rapid expansion and wants to build its architecture to provide an optimized online experience to its users. 
Which architecture will meet these requirements with the LOWEST latency for users'' 
 

A. Set up a Multi-AZ environment in a single AWS Region. 
Use Amazon CloudFront to cache user sessions 

B. Set up environments in multiple AWS Regions. 
Create an accelerator in AWS Global Accelerator, and add endpoints from different Regions to it 

C. Set up environments in multiple AWS Regions. 
Use Amazon Route 53. and select latency-based routing 

D. Set up a Multi-AZ environment in a single AWS Region.  
Use AWS Lambda@Edge to update sessions closer to the users 
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Answer: B 
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