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QUESTION 21 
You receive an alert from Azure Defender for Key Vault. 
You discover that the alert is generated from multiple suspicious IP addresses. 
You need to reduce the potential of Key Vault secrets being leaked while you investigate the issue. The solution must 
be implemented as soon as possible and must minimize the impact on legitimate users. 
What should you do first? 
 

A. Modify the access control settings for the key vault. 

B. Enable the Key Vault firewall. 

C. Create an application security group. 

D. Modify the access policy for the key vault. 

 
Answer: B 
Explanation: 
https://docs.microsoft.com/en-us/azure/security-center/defender-for-key-vault-usage 
 
QUESTION 22 
You have a Microsoft 365 subscription that uses Azure Defender. 
You have 100 virtual machines in a resource group named RG1. 
You assign the Security Admin roles to a new user named SecAdmin1. 
You need to ensure that SecAdmin1 can apply quick fixes to the virtual machines by using Azure Defender. The 
solution must use the principle of least privilege. 
Which role should you assign to SecAdmin1? 
 

A. the Security Reader role for the subscription 

B. the Contributor for the subscription 

C. the Contributor role for RG1 

D. the Owner role for RG1 

 
Answer: C 
 
QUESTION 23 
You provision a Linux virtual machine in a new Azure subscription. 
You enable Azure Defender and onboard the virtual machine to Azure Defender. 
You need to verify that an attack on the virtual machine triggers an alert in Azure Defender. 
Which two Bash commands should you run on the virtual machine?Each correct answer presents part of the solution. 
NOTE: Each correct selection is worth one point. 
 

A. cp /bin/echo ./asc_alerttest_662jfi039n 
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B. ./alerttest testing eicar pipe 

C. cp /bin/echo ./alerttest 

D. ./asc_alerttest_662jfi039n testing eicar pipe 

 
Answer: AD 
Explanation: 
https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation#simulate-alerts-on-your-azure-
vms-linux- 
 
QUESTION 24 
You create an Azure subscription named sub1. 
In sub1, you create a Log Analytics workspace named workspace1. 
You enable Azure Security Center and configure Security Center to use workspace1. 
You need to ensure that Security Center processes events from the Azure virtual machines that report to workspace1. 
What should you do? 
 

A. In workspace1, install a solution. 

B. In sub1, register a provider. 

C. From Security Center, create a Workflow automation. 

D. In workspace1, create a workbook. 

 
Answer: A 
Explanation: 
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection 
 
QUESTION 25 
Your company uses Azure Security Center and Azure Defender. 
The security operations team at the company informs you that it does NOT receive email notifications for security 
alerts. 
What should you configure in Security Center to enable the email notifications? 
 

A. Security solutions 

B. Security policy 

C. Pricing & settings 

D. Security alerts 

E. Azure Defender 

 
Answer: C 
Explanation: 
https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-details 
 
QUESTION 26 
Note: This question is part of a series of questions that present the same scenario. Each question in the series 
contains a unique solution that might meet the stated goals. Some question sets might have more than one 
correct solution, while others might not have a correct solution. 
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions 
will not appear in the review screen. 
You use Azure Security Center. 
You receive a security alert in Security Center. 
You need to view recommendations to resolve the alert in Security Center. 
Solution: From Regulatory compliance, you download the report. 
Does this meet the goal? 
 

A. Yes 

B. No 
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Answer: B 
Explanation: 
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts 
 
QUESTION 27 
Note: This question is part of a series of questions that present the same scenario. Each question in the series 
contains a unique solution that might meet the stated goals. Some question sets might have more than one 
correct solution, while others might not have a correct solution. 
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions 
will not appear in the review screen. 
You use Azure Security Center. 
You receive a security alert in Security Center. 
You need to view recommendations to resolve the alert in Security Center. 
Solution: From Security alerts, you select the alert, select Take Action, and then expand the Mitigate the threat section. 
Does this meet the goal? 
 

A. Yes 

B. No 

 
Answer: A 
Explanation: 
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts 
 
QUESTION 28 
You plan to create a custom Azure Sentinel query that will track anomalous Azure Active Directory (Azure AD) sign-in 
activity and present the activity as a time chart aggregated by day. 
You need to create a query that will be used to display the time chart. 
What should you include in the query? 
 

A. extend 

B. bin 

C. makeset 

D. workspace 

 
Answer: B 
Explanation: 
https://docs.microsoft.com/en-us/azure/azure-monitor/logs/get-started-queries 
 
QUESTION 29 
You are configuring Azure Sentinel. 
You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is 
detected. 
Which two actions should you perform in Azure Sentinel?Each correct answer presents part of the solution. 
NOTE: Each correct selection is worth one point. 
 

A. Add a playbook. 

B. Associate a playbook to an incident. 

C. Enable Entity behavior analytics. 

D. Create a workbook. 

E. Enable the Fusion rule. 

 
Answer: AB 
Explanation: 
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook 
 
QUESTION 30 
You need to visualize Azure Sentinel data and enrich the data by using third-party data sources to identify indicators of 
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compromise (IoC). 
What should you use? 
 

A. notebooks in Azure Sentinel 

B. Microsoft Cloud App Security 

C. Azure Monitor 

D. hunting queries in Azure Sentinel 

 
Answer: A 
Explanation: 
https://docs.microsoft.com/en-us/azure/sentinel/notebooks 
 
QUESTION 31 
You plan to create a custom Azure Sentinel query that will provide a visual representation of the security alerts 
generated by Azure Security Center. 
You need to create a query that will be used to display a bar graph. 
What should you include in the query? 
 

A. extend 

B. bin 

C. count 

D. workspace 

 
Answer: C 
Explanation: 
https://docs.microsoft.com/en-us/azure/azure-monitor/visualize/workbooks-chart-visualizations 
 
QUESTION 32 
You use Azure Sentinel. 
You need to receive an immediate alert whenever Azure Storage account keys are enumerated. 
Which two actions should you perform?Each correct answer presents part of the solution. 
NOTE: Each correct selection is worth one point. 
 

A. Create a livestream 

B. Add a data connector 

C. Create an analytics rule 

D. Create a hunting query. 

E. Create a bookmark. 

 
Answer: BD 
Explanation: 
https://docs.microsoft.com/en-us/azure/sentinel/livestream 
 
QUESTION 33 
You have an existing Azure logic app that is used to block Azure Active Directory (Azure AD) users. The logic app is 
triggered manually. 
You deploy Azure Sentinel. 
You need to use the existing logic app as a playbook in Azure Sentinel. 
What should you do first? 
 

A. And a new scheduled query rule. 

B. Add a data connector to Azure Sentinel. 

C. Configure a custom Threat Intelligence connector in Azure Sentinel. 

D. Modify the trigger in the logic app. 

 
Answer: B 
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QUESTION 34 
Your company uses Azure Sentinel to manage alerts from more than 10,000 IoT devices. 
A security manager at the company reports that tracking security threats is increasingly difficult due to the large number 
of incidents. 
You need to recommend a solution to provide a custom visualization to simplify the investigation of threats and to infer 
threats by using machine learning. 
What should you include in the recommendation? 
 

A. built-in queries 

B. livestream 

C. notebooks 

D. bookmarks 

 
Answer: C 
Explanation: 
https://docs.microsoft.com/en-us/azure/sentinel/notebooks 
 
QUESTION 35 
You have a playbook in Azure Sentinel. 
When you trigger the playbook, it sends an email to a distribution group. 
You need to modify the playbook to send the email to the owner of the resource instead of the distribution group. 
What should you do? 
 

A. Add a parameter and modify the trigger. 

B. Add a custom data connector and modify the trigger. 

C. Add a condition and modify the action. 

D. Add a parameter and modify the action. 

 
Answer: D 
Explanation: 
https://azsec.azurewebsites.net/2020/01/19/notify-azure-sentinel-alert-to-your-email-automatically/ 
 
QUESTION 36 
You provision Azure Sentinel for a new Azure subscription. 
You are configuring the Security Events connector. 
While creating a new rule from a template in the connector, you decide to generate a new alert for every event. 
You create the following rule query. 

 
By which two components can you group alerts into incidents?Each correct answer presents a complete solution. 
NOTE: Each correct selection is worth one point. 
 

A. user 

B. resource group 

C. IP address 

D. computer 
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Answer: CD 
 
QUESTION 37 
Your company stores the data for every project in a different Azure subscription. All the subscriptions use the same 
Azure Active Directory (Azure AD) tenant. 
Every project consists of multiple Azure virtual machines that run Windows Server. The Windows events of the virtual 
machines are stored in a Log Analytics workspace in each machine's respective subscription. 
You deploy Azure Sentinel to a new Azure subscription. 
You need to perform hunting queries in Azure Sentinel to search across all the Log Analytics workspaces of all the 
subscriptions. 
Which two actions should you perform?Each correct answer presents part of the solution. 
NOTE: Each correct selection is worth one point. 
 

A. Add the Security Events connector to the Azure Sentinel workspace. 

B. Create a query that uses the workspace expression and the union operator. 

C. Use the alias statement. 

D. Create a query that uses the resource expression and the alias operator. 

E. Add the Azure Sentinel solution to each workspace. 

 
Answer: BE 
Explanation: 
https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants 
 
QUESTION 38 
You have an Azure Sentinel workspace. 
You need to test a playbook manually in the Azure portal. 
From where can you run the test in Azure Sentinel? 
 

A. Playbooks 

B. Analytics 

C. Threat intelligence 

D. Incidents 

 
Answer: D 
Explanation: 
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook#run-a-playbook-on-demand 
 
QUESTION 39 
You have a custom analytics rule to detect threats in Azure Sentinel. 
You discover that the analytics rule stopped running. The rule was disabled, and the rule name has a prefix of AUTO 
DISABLED. 
What is a possible cause of the issue? 
 

A. There are connectivity issues between the data sources and Log Analytics. 

B. The number of alerts exceeded 10,000 within two minutes. 

C. The rule query takes too long to run and times out. 

D. Permissions to one of the data sources of the rule query were modified. 

 
Answer: D 
Explanation: 
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom 
 
QUESTION 40 
Your company uses Azure Sentinel. 
A new security analyst reports that she cannot assign and dismiss incidents in Azure Sentinel. 
You need to resolve the issue for the analyst. The solution must use the principle of least privilege. 
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Which role should you assign to the analyst? 
 

A. Azure Sentinel Responder 

B. Logic App Contributor 

C. Azure Sentinel Contributor 

D. Azure Sentinel Reader 

 
Answer: A 
Explanation: 
https://docs.microsoft.com/en-us/azure/sentinel/roles 
 
QUESTION 41 
You have an Azure subscription that contains the resources shown in the following table. 

 
You plan to enable Azure Defender for the subscription. 
Which resources can be protected by using Azure Defender? 
 

A. VM1, VNET1, storage1, and Vault1 

B. VM1, VNET1, and storage1 only 

C. VM1, storage1, and Vault1 only 

D. VM1 and VNET1 only 

E. VM1 and storage1 only 

 
Answer: C 
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