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QUESTION 16

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to bulk invite Azure AD business-to-business (B2B) collaboration users.

Which two parameters must you include when you create the bulk invite? Each correct answer presents part of the
solution

NOTE: Each correct selection is worth one point.

email address
redirection URL
username
shared key
password

moowp

Answer: AB
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite

QUESTION 17
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.
Name Type Directly assigned license
User1 User None
User2 User Microsoft Office 365 Enterprise E5
Group1 Security group Microsoft Office 365 Enterprise E5
Group?2 Microsoft 365 group None
Group3 Mail-enabled security group None

Which objects can you add as members to Group3?

User2 and Group?2 only

User2, Groupl, and Group2 only
Userl, User2, Groupl and Group2
Userl and User2 only

User2 only

moow»

Answer: E
Explanation:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/
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QUESTION 18

Note: This question is part of a series of questions that present the same scenario. Each question in the series
contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions
will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure
AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented
from authenticating to Azure AD.

Solution: You configure pass-through authentication.

Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

QUESTION 19

Note: This question is part of a series of questions that present the same scenario. Each question in the series
contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As aresult, these questions
will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure
AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented
from authenticating to Azure AD.

Solution: You configure conditional access policies.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

QUESTION 20

You have an Azure Active Directory (Azure AD) tenant that contains a user named SecAdminl. SecAdminl is assigned
the Security administrator role.

SecAdminl reports that she cannot reset passwords from the Azure AD Identity Protection portal.

You need to ensure that SecAdminl can manage passwords and invalidate sessions on behalf of non-administrative
users. The solution must use the principle of least privilege.

Which role should you assign to SecAdminl1?

Authentication administrator

Helpdesk administrator

Privileged authentication administrator
Security operator

00>

Answer: C
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Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

QUESTION 21
You configure Azure Active Directory (Azure AD) Password Protection as shown in the exhibit. (Click the Exhibit tab.)

Custom smart lockout

Lockout threshold (D 5 v |

Lockout duration in seconds () | 3600 v ‘

Custom banned passwords

Enforce custom list © No )

Contoso
Litware
Tailwind
Custom banned password list () | project
Zettabyte
MainStreet

Password protection for Windows Server Active Directory
Enable password protection on Windows Server Active Directory © f No

Mode © (enforced  JNENCD

You are evaluating the following passwords:
- PrOjectlitw@re

- T@ilwlnd

- COnt0sO

Which passwords will be blocked?

A. PrOjectlitw@re and T@ilwlnd only

B. COnt0s0 only

C. COnt0s0, PrOjectlitw@re, and T@ilwlnd
D. COnt0sO and T@ilwlnd only

E. COnt0sO and PrOjectlitw@re only
Answer: C

Explanation:

https://blog.enablingtechcorp.com/azure-ad-password-protection-password-evaluation

QUESTION 22

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While
working from the remote locations, the users connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a verification code from the Microsoft Authenticator app
B. security questions
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C. voice
D. SMS

Answer: B

QUESTION 23

You configure a new Microsoft 365 tenant to use a default domain name of contoso.com.

You need to ensure that you can control access to Microsoft 365 resources by using conditional access policies.
What should you do first?

Disable the User consent settings.

Disable Security defaults.

Configure a multi-factor authentication (MFA) registration policy.
Configure password protection for Windows Server Active Directory.

o0w»

Answer: B
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

QUESTION 24

Your company has a Microsoft 365 tenant.

The company has a call center that contains 300 users. In the call center, the users share desktop computers and
might use a different computer every day. The call center computers are NOT configured for biometric identification.
The users are prohibited from having a mobile phone in the call center.

You need to require multi-factor authentication (MFA) for the call center users when they access Microsoft 365
services.

What should you include in the solution?

a named network location

the Microsoft Authenticator app

Windows Hello for Business authentication
FIDO2 tokens

o0w»

Answer: D
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-passwordless

QUESTION 25

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

All users who run applications registered in Azure AD are subject to conditional access policies.

You need to prevent the users from using legacy authentication.

What should you include in the conditional access policies to filter out legacy authentication attempts?

a cloud apps or actions condition
a user risk condition

a client apps condition

a sign-in risk condition

o0w»

Answer: C
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

QUESTION 26

You have an Azure Active Directory (Azure AD) tenant.
You open the risk detections report.

Which risk detection type is classified as a user risk?
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impossible travel
anonymous IP address
atypical travel

leaked credentials

o0

Answer: D
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

QUESTION 27

You have a Microsoft 365 tenant.

All users have computers that run Windows 10. Most computers are company-owned and joined to Azure Active
Directory (Azure AD). Some computers are user-owned and are only registered in Azure AD.

You need to prevent users who connect to Microsoft SharePoint Online on their user-owned computer from
downloading or syncing files. Other users must NOT be restricted.

Which policy type should you create?

a Microsoft Cloud App Security activity policy that has Microsoft Office 365 governance actions configured
an Azure AD conditional access policy that has session controls configured

an Azure AD conditional access policy that has client apps conditions configured

a Microsoft Cloud App Security app discovery policy that has governance actions configured

o0®»

Answer: B
Explanation:
https://docs.microsoft.com/en-us/cloud-app-security/proxy-intro-aad

QUESTION 28

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory domain. The
VPN server does NOT support Azure Multi-Factor Authentication (MFA).

You need to recommend a solution to provide Azure MFA for VPN connections.

What should you include in the recommendation?

Azure AD Application Proxy

an Azure AD Password Protection proxy
Network Policy Server (NPS)

a pass-through authentication proxy

00>

Answer: C
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-nps-extension-vpn

QUESTION 29

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain. The domain contains
the servers shown in the following table.

Name Operating system Configuration
Server1 Windows Server 2019 Domain controller
Server?2 Windows Server 2019 Domain controller
Server3 Windows Server 2019 Azure AD Connect

The domain controllers are prevented from communicating to the internet.

You implement Azure AD Password Protection on Serverl and Server2.

You deploy a new server named Server4 that runs Windows Server 2019.

You need to ensure that Azure AD Password Protection will continue to work if a single server fails.
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What should you implement on Server4?

Azure AD Connect

Azure AD Application Proxy

Password Change Notification Service (PCNS)
the Azure AD Password Protection proxy service

o0

Answer: D
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy

QUESTION 30

You have an Azure Active Directory (Azure AD) tenant.

You create an enterprise application collection named HR Apps that has the following settings:
- Applications: Appl, App2, App3

- Owners: Adminl

- Users and groups: HRUsers

All three apps have the following Properties settings:

- Enabled for users to sign in: Yes

- User assignment required: Yes

- Visible to users: Yes

Users report that when they go to the My Apps portal, they only see Appl and App2.
You need to ensure that the users can also see App3.

What should you do from App3?

From Users and groups, add HRUsers.

From Single sign-on, configure a sign-on method.

From Properties, change User assignment required to No.
From Permissions, review the User consent permissions.

oo®p

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal
https://docs.microsoft.com/en-us/azure/active-directory/user-help/my-applications-portal-workspaces

QUESTION 31

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by
using their Active Directory credentials.

You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.
What should you use to gather the information?

Application Insights in Azure Monitor

access reviews in Azure AD

Cloud App Discovery in Microsoft Cloud App Security
enterprise applications in Azure AD

o0w»

Answer: C

Explanation:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs-for-
cloud-discovery

QUESTION 32
You have a Microsoft 365 tenant.
The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.
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You plan to create an emergency-access administrative account named Emergencyl. Emergencyl will be assigned the
Global administrator role in Azure AD. Emergencyl will be used in the event of Azure AD functionality failures and on-
premises infrastructure failures.

You need to reduce the likelihood that Emergencyl will be prevented from signing in during an emergency.

What should you do?

Configure Azure Monitor to generate an alert if Emergencyl is modified or signs in.

Require Azure AD Privileged Identity Management (PIM) activation of the Global administrator role for Emergency1.
Configure a conditional access policy to restrict sign-in locations for Emergencyl to only the corporate network.
Configure a conditional access policy to require multi-factor authentication (MFA) for Emergencyl.

00>

Answer: A

QUESTION 33

You have a Microsoft 365 tenant.

In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the tenant.
Other users must be denied access.

What should you configure?

an access policy in Microsoft Cloud App Security.
Terms and conditions in Microsoft Endpoint Manager.
a conditional access policy in Azure AD

a compliance policy in Microsoft Endpoint Manager

o0w»

Answer: C
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

QUESTION 34
You have an Azure Active Directory (Azure AD) tenant that contains the groups shown in the following table.
Name Type Membership type

Group1 Security Assigned
Group2 Security Dynamic User
Group3 Security Dynamic Device
Group4 Microsoft 365 Assigned
Groupd Microsoft 365 Dynamic User

For which groups can you create an access review?

A. Groupl only

B. Groupl and Group4 only

C. Groupl and Group2 only

D. Groupl, Group2, Group4, and Group5 only

E. Groupl, Group2, Group3, Group4 and Group5

Answer: D

Explanation:

You cannot create access reviews for device groups.
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

QUESTION 35
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
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Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.

You create an access review that has the following settings:
- Users to review: Members of a group

- Scope: Everyone

- Group: Groupl

- Reviewers: Members (self)

Which users can perform access reviews for User3?

Userl, User2, and User3
User3 only

Userl only

Userl and User2 only

o0w»

Answer: B

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start-security-
review

QUESTION 36

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent
security administrator rights.

You need to ensure that the IT department users only have access to the Security administrator role when required.
What should you configure for the Security administrator role assignment?

Expire eligible assignments after from the Role settings details
Expire active assignments after from the Role settings details
Assignment type to Active

Assignment type to Eligible

oow»

Answer: D
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
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