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QUESTION 42
Hotspot Question

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

Azure Active Directory (Azure AD) Identity Protection can add users to @)
groups based on the users’ risk level.

Azure Active Directory (Azure AD) Identity Protection can detect whether O
user credentials were leaked to the public.

Azure Active Directory (Azure AD) Identity Protection can be used to @)
invoke Multi-Factor Authentication based on a user's risk level.

Answer:

Answer Area
Statements Yes

Azure Active Directory (Azure AD) Identity Protection can add users to ®)
groups based on the users’ risk level.
Azure Active Directory (Azure AD) Identity Protection can detect whether ' © \
user credentials were leaked to the public.
Azure Active Directory (Azure AD) Identity Protection can be used to O
invoke Multi-Factor Authentication based on a user's risk level.

Explanation:

Box 1: No

Box 2: Yes

Leaked Credentials indicates that the user's valid credentials have been leaked.

Box 3: Yes

Multi-Factor Authentication can be required based on conditions, one of which is user risk.

Reference:

No

No

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks
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https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa

QUESTION 43
Hotspot Question
Select the answer that correctly completes the sentence.

Answer Area
Compliance Manager assesses compliance data « foran organization.
continually
monthly
on-demand
quarterly
Answer:
Answer Area
Compliance Manager assesses compliance data « foran organization.
continually
monthly
on-demand
quarterly
Explanation:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-calculation ?view=0365-worldwide#how-
compliance-manager-continuously-assesses-controls

QUESTION 44

Hotspot Question

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Sensitivity labels can be used to encrypt documents. (@) @)
Sensitivity labels can add headers and footers to documents. | O O
Sensitivity labels can apply watermarks to emails. O O

Answer:
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Answer Area
Statements Yes No

Sensitivity labels can be used to encrypt documents. O ] @)

Sensitivity labels can add headers and footers to documents. { O O

Sensitivity labels can apply watermarks to emails. ©) @)
Explanation:
Box 1: Yes

You can use sensitivity labels to provide protection settings that include encryption of emails and documents to prevent
unauthorized people from accessing this data.

Box 2: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding watermarks, headers, or
footers to documents that have the label applied.

Box 3: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding headers, or footers to email
that have the label applied.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

QUESTION 45

Hotspot Question

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Compliance Manager tracks only customer-managed controls. O O
Compliance Manager provides predefined templates for O @)
creating assessments.
Compliance Manager can help you asses whether data O O

adheres to specific data protection standards.

SC-900 Exam Dumps SC-900 Exam Questions SC-900 PDF Dumps SC-900 VCE Dumps

https://www.braindump2go.com/sc-900.html



https://www.braindump2go.com/
https://www.braindump2go.com/
https://www.braindump2go.com/sc-900.html
https://www.braindump2go.com/sc-900.html
https://www.braindump2go.com/sc-900.html
https://www.braindump2go.com/sc-900.html
https://www.braindump2go.com/sc-900.html
https://www.braindump2go.com/
https://www.braindump2go.com/

>)\Braindump o1

First Try, Firsthass! Braindump2go Guarantee All Exams 100% Pass
One Timel!
Answer Area
Statements Yes No
Compliance Manager tracks only customer-managed controls. O O
Compliance Manager provides predefined templates for O (@)
creating assessments.
Compliance Manager can help you asses whether data O O
adheres to specific data protection standards.
Answer:
Explanation:
Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls.
Box 2: Yes

Box 3: Yes

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager?view=0365-worldwide

QUESTION 46

Hotspot Question

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Azure Policy supports automatic remediation. O @)
Azure Policy can be used to ensure that new resources adhere O O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a O (@)

target resource is created or modified.

Answer:
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Answer Area
Statements Yes No
Azure Policy supports automatic remediation. @) @)
Azure Policy can be used to ensure that new resources adhere O O

to corporate standards.

Compliance evaluation in Azure Policy occurs only when a O O
target resource is created or modified.

Explanation:

https://docs.microsoft.com/en-us/azure/governance/policy/overview

QUESTION 47

Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer
presents a complete solution.

NOTE: Each correct selection is worth one point.

text message (SMS)
Microsoft Authenticator app
email verification

phone call

security question

moow»

Answer: ABD
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods

QUESTION 48
Hotspot Question
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No

All Azure Active Directory (Azure AD) license editions include the same features o

You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal o

You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant
Answer:
Answer Area

Statements Yes No

All Azure Active Directory (Azure AD) license editions include the same features O

o

You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. Q o

You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant

C

QUESTION 49

Hotspot Question

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
Network security groups (NSGs) can deny inbound traffic from the internet. O O
Network security groups (NSGs) can deny outbound traffic to the internet. O O
Network security groups (NSGs) can filter traffic based on IP address, O O
protocol, and port.
Answer:
Answer Area
Statements Yes No
Network security groups (NSGs) can deny inbound traffic from the internet O O
Network security groups (NSGs) can deny outbound traffic to the internet O O
Network security groups (NSGs) can filter traffic based on IP address, (0] O
protocol, and port
Explanation:

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual
network. A network security group contains security rules that allow or deny inbound network traffic to, or outbound
network traffic from, several types of Azure resources. For each rule, you can specify source and destination, port, and
protocol.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview

QUESTION 50

Hotspot Question

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Microsoft Intune can be used to manage Android devices. O O
Microsoft Intune can be used to provision Azure subscriptions. O O
Microsoft Intune can be used to manage organization-owned (@) O

devices and personal devices.

Answer:

SC-900 Exam Dumps SC-900 Exam Questions SC-900 PDF Dumps SC-900 VCE Dumps

https://www.braindump2go.com/sc-900.html



https://www.braindump2go.com/
https://www.braindump2go.com/
https://www.braindump2go.com/sc-900.html
https://www.braindump2go.com/sc-900.html
https://www.braindump2go.com/sc-900.html
https://www.braindump2go.com/sc-900.html
https://www.braindump2go.com/sc-900.html
https://www.braindump2go.com/
https://www.braindump2go.com/

5 Braindumpg) o

Braindump2go Guarantee All Exams 100% Pass

Frst Try, First Pass!
One Timel!
Answer Area

Statements Yes No
Microsoft Intune can be used to manage Android devices. O O
Microsoft Intune can be used to provision Azure subscriptions O O
Microsoft Intune can be used to manage organization-owned (®)
devices and personal devices

Explanation:

https://docs.microsoft.com/en-us/mem/intune/fundamentals/what-is-intune
https://docs.microsoft.com/en-us/mem/intune/fundamentals/what-is-device-management

QUESTION 51
Hotspot Question
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
You can create one Azure Bastion per virtual network. O O
Azure Bastion provides secure user connections by using RDP. O (@)
Azure Bastion provides a secure connection to an Azure virtual O O
machine by using the Azure portal.
Answer:
Answer Area
Statements Yes No
You can create one Azure Bastion per virtual network O O
Azure Bastion provides secure user connections by using RDP O O
Azure Bastion provides a secure connection to an Azure wvirtual O O
machine by using the Azure portal
Explanation:

https://docs.microsoft.com/en-us/azure/bastion/bastion-overview
https://docs.microsoft.com/en-us/azure/bastion/tutorial-create-host-portal

QUESTION 52
A company wants to make use of Windows Hello for business when it comes to authentication.
Which of the following are the authentication techniques available for Windows Hello for business? Choose 3 answers
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from the options given below

PIN

Facial Recognition
Email message
Password

Fingerprint recognition

moow»

Answer: ABE

Explanation:

The entire purpose of Windows Hello for business is to ensure passwords are not used in the authentication process.
Here uses can use other techniques for authentication via the usage of PIN's and biometric recognition.

Options C and D are incorrect since Windows Hello for Business tries to ensure that secure measures are used for the
authentication process.

Reference:

https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview

QUESTION 53
Which of the following can be used to provide a secure score for the resources defined as part of your Azure account?

0 Security Center
(1) Key vaults

Azure Information Protection

w

Azure Active Directory

@ Application security groups

Azure Sentinel

Azure Security Center
Azure key Vaults

Azure Sentinel

Azure Information Protection

o0w»

Answer: A

Explanation:

You can accomplish this with the help of Azure Security Center

If you go to Azure Security Center, in the Overview you can see the secure score.
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Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-introduction

QUESTION 54

Your company has just setup an Azure subscription. They have the following requirements

- Be able to deploy a set of resources, resource groups, role assignments to a set of
subscriptions.

- Be able to ensure no one can delete resources defined in a resource group named
lead2pass-staging

- Ensure that all Windows Servers defined as Azure virtual machines should have the
Microsoft TIaaS Antimalware extension installed

Which of the following can be used for the following requirement?

- Be able to ensure no one can delete resources defined in a resource group named
lead2pass-rg

Azure Policy

Azure Blueprints

Azure AD Identity Protection
Azure Resource locks

o0w»

Answer: D
Explanation:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

QUESTION 55
You are considering the use of sensitivity labels in Microsoft 365. Can sensitivity labels can be used to encrypt the
contents in documents?

A. Yes
B. No

Answer: A

Explanation:

When you apply a “Confidential” label to a document, the label will encrypt the content in the document.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

QUESTION 56
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You are planning on making use of the Azure Bastion service. Can you use the Azure Bastion service to restrict traffic
from the Internet onto an Azure virtual machine?

A. Yes
B. No

Answer: A

Explanation:

You cannot use the Azure Bastion service to restrict traffic into an Azure virtual machine. For this you will need to use
Network Security groups. The Azure Bastion service is used to RDP/SSH into an Azure virtual machine via the Azure
portal and the browser.

Reference:

https://docs.microsoft.com/en-us/azure/bastion/bastion-overview

QUESTION 57
You are looking at the capabilities of Azure Active Directory. Can you use Azure Active Directory to manage device
registrations in Azure Active Directory?

A. Yes
B. No

Answer: A
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview

QUESTION 58
Your company is planning on using Azure Cloud services. Which of the following can be used to ensure that data can
be read only by authorized users?

Encryption
Deduplication
Archiving
Compression

o0w»

Answer: A

Explanation:

You can ensure data is encrypted. Then only authorized users would have the encryption key. The encryption key can
then be used to decrypt and read the data.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/office-365-encryption-in-the-microsoft-cloud-
overview?view=0365-worldwide

QUESTION 59

Your company is planning on using Azure Active Directory for the storage of identities. They want to make use of the
self-service password reset feature.

Which of the following authentication methods are available for self-service password reset? Choose 3 answers from
the options given below

Email

A passport identification number
A picture message

Mobile app notification

Mobile app code

moowp

Answer: ADE
Explanation:
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Below are the authentication methods available for self-service password reset:
- Mobile app notification
- Mobile app code
- Email
- Mobile phone
- Office phone
- Security questions
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-howitworks

QUESTION 60

Your company wants to start making use of Azure. They are looking at different security aspects when it comes to
using Azure.

Which of the following could be used for the following requirement?

- Enforce Multi-Factor authentication based on the sign-in risk

Azure AD ldentity Management
Azure Conditional Access
Azure AD Roles

Azure AD Connect

oomp

Answer: A

Explanation:

In Azure AD ldentity Protection, you can configure the Sign-in risk policy to allow access and enforce the use of Multi-
Factor Authentication.

Access x
Identity Protection | Sign-in risk palicy '
1 ntorcemert to black
y L
0 | [ o
Hiock
- y ! 1l ™ '
Protect ‘r"’.‘) e; — B ‘
b poly v
0 L [+
Repc
- il
g B Access
,:.}
A Rigk getecho
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

QUESTION 61
Which of the following is a scalable, cloud-native, security information event management and security orchestration
automated response solution?

Azure Sentinel

Azure Security Center
Azure Active Directory
Azure AD Identity Protection

00>

Answer: A
Explanation:
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You can use Azure Sentinel as a scalable, cloud-native, security information event management and security
orchestration automated response solution. Azure Sentinel has the capability to ingest data from a variety of sources
and performance threat monitoring on that data.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/overview

QUESTION 62
Which of the following provides advanced and intelligent protection of Azure and hybrid resources and workloads?

Azure Defender
Azure Policies

Azure Blueprints
Azure Active Directory

oo w»

Answer: A

Explanation:

With Azure Defender , you can enable intelligent protection of your resources that are defined in Azure and also in your
on-premises infrastructure.

This is an additional security feature that comes as part of Azure Security Center as shown below

0O Security Center | Overview

SBSCnpnon Stagr

arch (Ctrle/) ’ X 4 Subscriptions | ' What's new
General - - -
0 You may be viewing limited information. To get tenant-wide visibility, click he

Q Overview

& Getting started

Recommendations 0 Azure Defender
0 Securnity alerts

Resource coverage

# Inventary
N/A You do not have any applicabie resources
B Community
Cloud Security Alerts by severity
HL.,
¥ Secure Score 0
(<} Requlatory compliance M
O Azure Defender NO security alerts
Low

Management

'l' Pr icing & settings

Enhance your threat protection capabilities >

Security policy
Reference:
https://docs.microsoft.com/en-us/azure/security-center/azure-defender
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