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QUESTION 1
Which score measures an organization's progress in completing actions that help reduce risks associated to data
protection and regulatory standards?

A. Microsoft Secure Score

B. Productivity Score

C. Secure score in Azure Security Center
D. Compliance score

Answer: D

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-calculation ?view=0365-worldwide

QUESTION 2
What do you use to provide real-time integration between Azure Sentinel and another security source?

Azure AD Connect

a Log Analytics workspace
Azure Information Protection
a connector

o0w»

Answer: D

Explanation:

To on-board Azure Sentinel, you first need to connect to your security sources. Azure Sentinel comes with a number of
connectors for Microsoft solutions, including Microsoft 365 Defender solutions, and Microsoft 365 sources, including
Office 365, Azure AD, Microsoft Defender for Identity, and Microsoft Cloud App Security, etc.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/overview

QUESTION 3
Which Microsoft portal provides information about how Microsoft cloud services comply with regulatory standard, such
as International Organization for Standardization (1SO)?

the Microsoft Endpoint Manager admin center
Azure Cost Management + Billing

Microsoft Service Trust Portal

the Azure Active Directory admin center

oo0w»

Answer: C
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Explanation:

The Microsoft Service Trust Portal contains details about Microsoft's implementation of controls and processes that
protect our cloud services and the customer data therein.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal?view=0365-worldwide

QUESTION 4
In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible for managing?

the management of mobile devices

the permissions for the user data stored in Azure
the creation and management of user accounts
the management of the physical hardware

oow»

Answer: D

QUESTION 5
What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Azure Multi-Factor Authentication (MFA)

Azure Active Directory (Azure AD) Identity Protection

conditional access policies
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Answer: D
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-policy-common

QUESTION 6
In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and
Azure Active Directory (Azure AD)?

Active Directory Federation Services (AD FS)
Azure Sentinel

Azure AD Connect

Azure Ad Privileged Identity Management (PIM)

00>

Answer: C
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect

QUESTION 7
What is the purpose of Azure Active Directory (Azure AD) Password Protection?

to control how often users must change their passwords

to identify devices to which users can sign in without using multi-factor authentication (MFA)
to encrypt a password by using globally recognized encryption standards

to prevent users from using specific words in their passwords

oo0w»

Answer: D

Explanation:

Azure AD Password Protection detects and blocks known weak passwords and their variants, and can also block
additional weak terms that are specific to your organization.

With Azure AD Password Protection, default global banned password lists are automatically applied to all users in an
Azure AD tenant. To support your own business and security needs, you can define entries in a custom banned
password list.
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad-on-premises

QUESTION 8
Which Azure Active Directory (Azure AD) feature can you use to evaluate group membership and automatically remove
users that no longer require membership in a group?

access reviews

managed identities
conditional access policies
Azure AD ldentity Protection

o0w»

Answer: A

Explanation:

Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage group memberships,
access to enterprise applications, and role assignments.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

QUESTION 9
Which Azure Active Directory (Azure AD) feature can you use to provide just-in-time (JIT) access to manage Azure
resources?

conditional access policies

Azure AD ldentity Protection

Azure AD Privileged Identity Management (PIM)
authentication method policies

00>

Answer: C

Explanation:

Azure AD Privileged Identity Management (PIM) provides just-in-time privileged access to Azure AD and Azure
resources

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

QUESTION 10

What should you use in the Microsoft 365 security center to view security trends and track the protection status of
identities?

Attack simulator
Reports

Hunting
Incidents

o0w»

Answer: B

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-and-insights-in-security-and-
compliance?view=0365-worldwide

QUESTION 11
What are two capabilities of Microsoft Defender for Endpoint? Each correct selection presents a complete solution.
NOTE: Each correct selection is worth one point.

A. automated investigation and remediation
B. transport encryption
C. shadow IT detection
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D. attack surface reduction

Answer: AD

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint?view=0365-
worldwide

QUESTION 12
Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint
Online site that contain a specific key word?

Audit

Compliance Manager
Content Search
Alerts

o0w»

Answer: C

Explanation:

The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes,
documents in SharePoint sites and OneDrive locations, and instant messaging conversations in Skype for Business.
The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword
query to search for specific items.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-for-content?view=0365-worldwide

QUESTION 13

Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct
answer presents a complete solution.

NOTE: Each correct selection is worth one point.

Display policy tips to users who are about to violate your organization's policies.
Enable disk encryption on endpoints.

Protect documents in Microsoft OneDrive that contain sensitive information.
Apply security baselines to devices.

o0w»

Answer: AC
Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip?view=0365-worldwide

QUESTION 14
Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?

Content Search
sensitivity labels
retention policies
eDiscovery

00>

Answer: B
Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection?view=0365-worldwide

QUESTION 15
What is a use case for implementing information barrier policies in Microsoft 3657

A. to restrict unauthenticated access to Microsoft 365
B. to restrict Microsoft Teams chats between certain groups within an organization
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C. to restrict Microsoft Exchange Online email between certain groups within an organization
D. to restrict data sharing to external email recipients

Answer: C
Explanation:

https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers-policies ?view=0365-worldwide

QUESTION 16

What can you use to provision Azure resources across multiple subscriptions in a consistent manner?

Azure Defender
Azure Blueprints
Azure Sentinel
Azure Policy

o0w»

Answer: B
Explanation:

https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

QUESTION 17
Answer Area
Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features. o O
You can manage an Azure Active Directory {Azure AD) tenant by using the Azure portal, O o
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant o] o
Answer:
Answer Area
Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features. O o
You can manage an Azure Active Directory {Azure AD) tenant by using the Azure portal, o o
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant o] o
QUESTION 18

Hotspot Question

Select the answer that correctly completes the sentence.

Answer Area

v

Azure Blueprints

Azure Pokcy

The Microsoft Cloud Adoption Framework for Azure
A resource kock

Answer:

provides best practices from Microsoft employees, partners, and customers,
including tools and guidance to assist in an Azure deployment
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Answer Area
w provides best practices from Microsoft employees, partners, and customers,
Azure Blueprints including tools and guidance to assist in an Azure deployment
Azure Pokcy

The Microsoft Cloud Adoption Framework for Azure
Aresource lock

Explanation:
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/get-started/

QUESTION 19
Hotspot Question
Select the answer that correctly completes the sentence.

Answer Area
w s used to identify, hold, and export electronic
Customer Lockbox information that might be used in an investigation.
Data loss prevention (DLP)
‘eDiscovery -
A resource lock

Answer:
Answer Area
w is used to identify, hold, and export electronic
Customer Lockbox information that might be used in an investigation.
Data loss _prevention (DLP)
‘eDiscovery '
A resource lock
Explanation:

https://docs.microsoft.com/en-us/azure/security/fundamentals/customer-lockbox-overview

QUESTION 20

Hotspot Question

Select the answer that correctly completes the sentence.
Answer Area

You can manage Microsoft Intune by using the v
Azure Active Directory admin center.
Microsoft 365 compliance center,
Microsoft 365 security center.
Microsoft Endpoint Manager admin center.

Answer:
Answer Area

You can manage Microsoft Intune by using the v
Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 security center.
Microsoft Endpoint Manager admin center,
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