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QUESTION 642 
Multiple business accounts were compromised a few days after a public website had its credentials database leaked on 
the Internet. No business emails were identified in the breach, but the security team thinks that the list of passwords 
exposed was later used to compromise business accounts. 
Which of the following would mitigate the issue? 
 

A. Complexity requirements 

B. Password history 

C. Acceptable use policy 

D. Shared accounts 

 
Answer: B 
 
QUESTION 643 
After gaining access to a dual-homed (i.e.. wired and wireless) multifunction device by exploiting a vulnerability in the 
device's firmware, a penetration tester then gains shell access on another networked asset. This technique is an 
example of: 
 

A. privilege escalation 

B. footprinting 

C. persistence 

D. pivoting. 

 
Answer: A 
 
QUESTION 644 
An organization has hired a red team to simulate attacks on its security posture. 
Which of the following will the blue team do after detecting an loC? 
 

A. Reimage the impacted workstations. 

B. Activate runbooks for incident response 

C. Conduct forensics on the compromised system 

D. Conduct passive reconnaissance to gather information 

 
Answer: C 
 
QUESTION 645 
A security analyst was called to Investigate a file received directly from a hardware manufacturer. The analyst is trying 
to determine whether the file was modified in transit before installation on the user's computer. Which of the following 
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can be used to safely assess the file? 
 

A. Check the hash of the installation file 

B. Match the file names 

C. Verify the URL download location 

D. Verify the code-signing certificate 

 
Answer: A 
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